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The Stratbase ADR Institute for Strategic and International 
Studies (ADRi) is an independent strategic research organization 
with the principal goal of addressing the issues affecting the 
Philippines and East Asia through:

1. Effecting national, regional, and international policy 
change or support
2. Fostering strategic ideas based on cooperation and 
innovative thinking
3. Providing a regional venue for collaboration and 
cooperation in dealing with critical issues in East Asia; and
4. Actively participating in regional debates and global 
conversations

With its international focus, ADRi believes that 
Philippine regional security and development can be achieved 
through the cooperation of the public and private sectors.

ADRi traces its roots to the Stratbase Research Institute 
(SRI) established in 2004. SRI focused on providing strategic 
solutions to domestic governance, socio-economic, and 
other policy concerns. It aimed to contribute to Philippine 
development through research and responsive policy 
alternatives.

As SRI sought solutions, East Asia’s affairs frequently 
inserted themselves into the equation. There was and is a clear 
relation between domestic and regional affairs; movement in 
one reverberates in the other.
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Introduction                          
While the Japan-Philippines strategic partnership is indeed a welcome 
initiative in security cooperation, it can be further strengthened 
by exploring new areas of mutual interest: cybersecurity, 
biosecurity, and food security

Strategic Partnerships in Theory
Strategic partnerships are a relatively new form of alignment that prescribes a 
security arrangement that enables participating states to advance their 
mutual strategic interests without formal security guarantees

Strategic Partnerships in Practice
Strategic partnerships are a post-Cold War creation. The term first gained 
ground when Russia raised the idea of strategic partnerships as an 
instrument of foreign policy, which the U.S. later adopted to 
describe its relationship with the former Soviet Union
 

Cybersecurity
Due to the complexity of the cyberspace as a strategic environment, 
the goal of enhancing cyber defenses rather than targeting 
specific threats is a more feasible approach

Biosecurity                         
It is in the interest of Japan and the Philippines to leverage their strategic 
partnership and coordinate on overcoming the logistical difficulties

Food Security
Access to food becomes particularly acute during times of pandemics 
and as a systemic principle of strategic partnerships, both Japan and the 
Philippines have even more reasons to cooperate in overcoming 
the physical, social, and economic barriers to food
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Conclusion                         
The partnership can further evolve if both states acknowledge the 
fundamental notion that security is an entangled concept, 
that it is not mutually exclusive from other facets of life
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ABSTRACT

This paper explores the advantages of a strategic partnership as a 
guiding framework to expand the security cooperation between Japan 
and the Philippines. It argues that the strategic partnership needs to 
integrate new areas of mutual interest to become more durable in the 
twenty-first century.  

The Japan-Philippines strategic partnership is an instructive 
example of an arrangement that adapts to the changing environment 
by updating its methods of addressing emerging security threats. 
Formally established in 2011 and upgraded in 2015, this paper 
makes the case that the partnership can be further strengthened by 
exploring new areas of mutual interest: cybersecurity, biosecurity, 
and food security.

In developing this argument, this study uses a conceptual 
framework that enables the systematic exploration of new areas of 
security cooperation between Japan and the Philippines. Due to the 
significance of networked technologies in society and the emergence 
of sophisticated cyber threats, it contends that the strategic partners 
should integrate cybersecurity as an area of cooperation. 

Biological threats such as the coronavirus have grave implications 
to all facets of life, so both states must include biosecurity as an 
area of cooperation. Lastly, attacks against critical infrastructure 
and the spread of deadly pathogens constrain the production and 
distribution of food across populations thereby necessitating more 
extensive cooperation in the area of food security. 

Given that Japan and the Philippines already have a strategic 
partnership, the integration of new areas of security cooperation can 
lead to a deeper and more sustainable bilateral relationship for the 
twenty-first century.

vii
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JAPAN-PHILIPPINES 
SECURITY COOPERATION 

IN A POST-CORONAVIRUS WORLD

FRANCIS C. DOMINGO, PH.D. 

Globalization both complements and complicates security 
cooperation. On one hand, increased interdependence is 

directly proportional to increased productivity. On the other 
hand, however, high instances of connectivity are linked to an 
increase in security threats. As such, while globalization makes 
it easier to establish security cooperation mechanisms, partners 
must be flexible to the changing environment and update their 
methods of addressing emerging security threats. This is precisely 
the underbelly of the notion of “entangled security,” which is all 
the more relevant today as the world grapples with what the post-
coronavirus world will look like.1

The Japan-Philippines strategic partnership is an instructive 
example of an adaptable arrangement. Interestingly, the strategic 
interests of the United States predominantly shaped the security 
cooperation between Japan and the Philippines. Both are long-
term treaty allies of the U.S. and are part of the network of bilateral 
security arrangements that was created in the immediate post-1945 
era to complement and strengthen the multilateral framework 
that the US created.2 Japan and the Philippines are therefore the 

CHARMAINE MISALUCHA-WILLOUGHBY, PH.D.



2 JAPAN-PHILIPPINES  SECURITY COOPERATION IN  A  POST-CORONAVIRUS  WORLD

“spokes” that benefitted from the security guarantees provided by 
the U.S as the “hub” of the system.3  While this system managed to 
bring stability in the region, it was no longer adequate given the 
emergence of complex national security threats in the twenty-first 
century. The rise of China, the belligerence of North Korea, deadly 
terrorist attacks, disastrous natural calamities, and unique domestic 
circumstances compelled Japan and the Philippines to re-evaluate 
their national security strategies through stronger bilateral ties.⁴ 
The strategy of linking the two “spokes” of the “hub” was developed 
through a range of diplomatic measures such as consultations, joint 
statements, and agreements that were completed in a systematic 
manner during the last fifteen years.⁵  

The bilateral relationship has been described as “cozy,” with 
Japan providing official development assistance (ODA) to the 
Philippines since the 1970s.⁶  The passive nature of Japanese ODA 
during Ferdinand Marcos’ era turned a blind eye on the repressive 
nature of the regime.⁷  This then became the impetus for a massive 
aid package under Corazon Aquino’s administration, where Japan 
paid closer attention to the promotion of democracy and a market-
oriented economy. Alongside this turnaround in ODA policy, 
Japanese firms also began to invest heavily in the region. This 
allowed the creation of the Philippine Economic Zone Authority 
(PEZA) during Fidel Ramos’ time to speed up deregulation and 
liberalization. This resulted in the increased inflow of Japanese 
foreign direct investment (FDI) to and an increase in the volume of 
capital in the Philippines. By integrating Japanese firms’ operations 
in the Philippines to the value-added chain in East Asia, the 
economic structure of the bilateral relationship became stronger.⁸ 
The 2008 Japan-Philippines Economic Partnership Agreement 
(JPEPA) marked the development of closer trade relations 
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between the two. Unique to the JPEPA is the clause on the movement 
of people, primarily because the Philippines heavily depended on 
the remittances of its Overseas Filipino workers (OFWs). 

The 2011 Joint Statement, which established the strategic 
partnership, outlined the foundations of stronger bilateral ties 
between the two states.⁹ To maintain and strengthen high-level 
bilateral relations, Japan and the Philippines agreed to focus on 
mutually beneficial cooperation in the economic field, including 
continuing the successes of the Japan-Philippines Economic 
Partnership Agreement (JPEPA), promoting and enhancing 
investments, development assistance, disaster prevention and 
management, and protecting the environment. Meanwhile, to 
ensure mutual trust in the political and security aspects, both 
countries agreed to convene multi-layered policy dialogues, 
cooperate in maritime affairs, and reaffirm the importance of 
peace in Mindanao. A third aspect of the strategic partnership is 
increasing mutual understanding at the people-to-people level with 
tourism and youth exchanges.

The strategic partnership was further reinforced in the 2015 
Joint Declaration, which defined the scope and policy direction 
of the “strengthened strategic partnership” between Japan and the 
Philippines.10  Security cooperation was boosted via the enhancement 
of security dialogues, the initiation of negotiations on the transfer 
of defense equipment and technology, the participation of Japan 
Self-Defense Forces in disaster relief activities in the Philippines, 
and the expansion of capacity building trainings and exercises. 
Maritime security is likewise an area of cooperation in the 2015 
declaration, where both countries reaffirmed their commitment to 
ensuring safety and security in the South China Sea. 

 While the Japan-Philippines strategic partnership is indeed a 
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welcome initiative in security cooperation, this paper makes the 
case that such can be further strengthened by exploring new areas 
of mutual interest: cybersecurity, biosecurity, and food security. 
These three are illustrative of the ontological entanglements and 
the deep linkages that connect traditional and non-traditional 
security. Specifically, due to the current Japan-Philippines strategic 
partnership anchored in state-centric notions of security, it 
requires some calibration to make it better able to address future 
trends. This can be achieved by extending the current strategic 
partnership framework to include cybersecurity primarily because 
of the potential of networked technologies to improve biosecurity 
capacities. Consequently, better biosecurity depends on better and 
more efficient food security governance. Hence, all three areas 
of cooperation are crucial in ensuring that the Japan-Philippines 
strategic partnership remains nimble and agile in navigating the 
post-coronavirus world. Strategic partnerships persist because of 
continuous collaboration in different areas of mutual interest. Some 
studies suggest that strategic partnerships are cohesive because they 
combine the information, skills, and resources of partner states 
and allowing the risks to be shared.11 In practice, partnerships are 
implemented through varying degrees of cooperation between states 
that do not involve security guarantees or formal treaties. The focus 
of this study is to explore the advantages of a strategic partnership 
as a guiding framework to expand the security cooperation between 
Japan and the Philippines. It contends that the strategic partnership 
between Japan and the Philippines needs to integrate new areas of 
mutual interest to become more durable in the twenty-first century.  

In developing this argument, the study uses a conceptual 
framework that systematically explores new areas of security 
cooperation between Japan and the Philippines. The paper revisits 
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the various forms of alignments to situate the main argument 
that new areas of cooperation are the key to strengthening the 
established strategic partnership between Japan and the Philippines. 
After discussing the conceptual framework, the succeeding sections 
apply the four basic characteristics of strategic partnerships (system 
principle, objective-driven, informal commitment, and economic 
exchanges) as an organizing framework to explicate how complex 
security issues can be integrated within the partnership.12 The 
objective is to demonstrate that the strategic partnership between 
Japan and the Philippines needs to incorporate cybersecurity, 
biosecurity, and food security as issue areas to strengthen its 
durability in the twenty-first century. The study considers these 
three areas as “new” because they are identified as areas of interest 
but are not yet considered as areas of national security cooperation.13 
As such, it intends to identify the factors that can potentially limit 
the development of cooperation in these areas within the existing 
strategic partnership. The study concludes by highlighting policy 
implications for Japan and the Philippines.

Strategic Partnerships in Theory

Security cooperation occurs when states align their efforts to 
advance their mutual national security interests. Alignments 
are central in security cooperation because they are agreements 
that define the “expectations of states about whether they will be 
supported or opposed by other states in future interactions.”14 In 
this sense, alignments are useful for powerful states because they 
can consolidate support from weaker states and mitigate the risk 
of developing future adversaries. On the other hand, alignments 
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are decisive for the national security of weak states because they 
have limited material resources and influence to advance their 
interests.15  Previous studies offer several hypotheses on why states 
choose specific forms of alignment in pursuing their national 
security interests.16 For this study, the focus will be on strategic 
partnerships, a less formal form of alignment that can strengthen 
the security cooperation between Japan and the Philippines.

Strategic partnerships are a relatively new form of alignment that 
prescribes a security arrangement that enables participating states 
to advance their mutual strategic interests without formal security 
guarantees. Defined as a “structured collaboration between states 
(or other actors) to take joint advantage of economic opportunities, 
or to respond to security challenges more effectively than could 
be achieved in isolation…,” strategic partnerships have emerged 
as a prominent form of alignment given the rigidity required by 
formal alliances.17  In exploring the utility of strategic partnerships, 
we find Thomas Wilkins’ characterization of strategic partnerships 
instructive. To reinforce the paper’s argument, it is necessary to 
explore the fundamental characteristics of strategic partnerships by 
comparing it to the most predominant form of alignment: alliances. 

Strategic partnerships can be distinguished from alliances based 
on four fundamental characteristics.18 First, strategic partnerships 
are organized around a general purpose or “system principle” 
rather than a specific task or operation. Alliances, on the other 
hand, are formed for a specific task: “to provide the means for an 
attack on some third party or intended as a mutual guarantee in 
the event that another state attacks one of the alliance members.”19  
While both types of alignment are driven by common interests, 
alliances are also shaped by shared values between member states 
considering that it affects their internal cohesion.20 Second, strategic 
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partnerships are mainly motivated by achieving specific goals 
while alliances are more focused on countering specific threats.21  
Specifically, strategic partnerships do not identify an “enemy state” 
as a threat and address security issues such as maritime security 
jointly.22 Alliances, on the other hand, constrain state behavior 
to either balancing or bandwagoning depending on the source 
of threat.23 Third, strategic partnerships are typically informal 
arrangements and involve low commitment costs. This arrangement 
allows partners to maintain a greater degree of independence 
and flexibility.24 In comparison, alliances are defined by formal 
treaties and involve higher commitment costs for mutual military 
support. Fourth, since the idea of strategic partnerships originated 
from the private sector, economic exchanges are considered a key 
functional area of cooperation together with national security 
issues.25  In contrast, alliances are primarily concerned with security 
cooperation, particularly developing stronger military capabilities 
against external threats.

These new areas of mutual interest can strengthen the 
existing strategic partnership between Japan and the Philippines. 
A framework of strategic partnership can facilitate stronger 
cooperation between Japan and the Philippines in areas that 
are currently not considered as security issues by both states: 
cybersecurity, biosecurity, and food security. Thomas Wilkins’ 
work is useful in this part of the analysis.26 First, strategic 
partnerships endure because they are guided by a system principle. 
Strategic partnerships are formed as a response to an uncertain 
environment and as a result, states find compatible and receptive 
partners and gauge their strategic fit with each other. Hence, 
a system principle or an overarching framework of mutual 
agreement and understanding then forms the crux of a strategic 
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partnership’s formation.27 Second, strategic partnerships are goal-
driven rather than threat-driven. This is also the implementation 
stage of the partnership when the diffusion of an institutional 
structure that governs the interaction patterns between partners 
takes root. Here, partners maintain their respective organizational 
apparatuses and therefore remain separate entities as they work 
towards the achievement of a mutual objective. Third, strategic 
partnerships are informal and require low commitment costs. 
Fourth, economic exchanges are important to the maintenance of 
strategic partnerships. 

The ensuing analyses on cybersecurity, biosecurity, and food 
security consider the abovementioned parameters of system 
principle, goal-driven orientation, informality, and economic 
exchanges to justify why these new areas need to be included in 
an expanded version of the Japan-Philippines strategic partnership. 
The objective is to highlight how the three areas can enhance 
security cooperation in the context of the Japan-Philippine bilateral 
relationship. Exploring new areas of security cooperation can 
lead to a more durable strategic partnership that can enable both 
Japan and the Philippines to better manage contemporary security 
challenges.

Strategic Partnerships in Practice

Strategic partnerships are a post-Cold War creation. The term first 
gained ground when Russia raised the idea of strategic partnerships 
as an instrument of foreign policy, which the U.S. later adopted 
to describe its relationship with the former Soviet Union.28 This 
was at the time when “the former protagonists no longer viewed 
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each other as enemies, but had not graduated to the level of allies.”29  
The launch of the European Security Strategy in 2003 not only 
established for the European Union the necessity of concluding 
strategic partnerships but also propelled numerous discussions 
about what strategic partnerships are and their characteristics.30 

However, nowhere is there a clear definition or a strategic purpose 
for these partnerships. While some would argue that the very 
ambiguity of the term can be to actors’ advantage, this murkiness 
can overstretch the concept and create infeasible expectations.31  

Hence, it was inevitable that various works were published in 
hopes of pinning down the parameters of strategic partnerships. 
Some see them as a goal-oriented relationship.32 The “essential 
elements” of such a relationship include common values and 
interests, mutual understanding, and equality of size. These are 
problematic, not least because it is unclear which values and interests 
take precedence over others, how one is privileged over another, 
how mutual understanding is arrived at, and how the concept can 
reconcile the vast asymmetries between international actors in 
these kinds of partnerships. Others see strategic partnerships as 
an interest-based relationship: it is in the interest of partners to 
cooperate because otherwise, they are most vulnerable to each other 
should the partnership fail.33  In view of such, the “main features” 
of strategic partnerships are common interests and expectations, 
a long-term view, a multidimensional perspective, a global range, 
and a distinction from other types of relations.34 

While not discounting the valuable insights of the 
abovementioned works, it is nonetheless critical to underscore 
that when strategic partnerships are tagged simply as a type or 
a form of relationship that displays an assortment of elements or 
features, they are reduced to those properties alone. This results 
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in “a static category of association between international actors.”35 
Furthermore, this approach to studying strategic partnerships 
draws a line between “real” ones and those that are not, and while 
in academia this merely points to taxonomic arbitrariness, this 
categorization will have dangerous consequences for policymaking. 
It is precisely for this reason that strategic partnerships deserve a 
more critical treatment.36 Only by doing so can incorporating 
other areas of cooperation into the partnership – in this instance, 
cybersecurity, biosecurity, and food security – becomes justified.

Cybersecurity

Traditional security issues have re-emerged as a significant source 
of insecurity for Japan and the Philippines in the twenty-first century. 
China’s assertive behavior in East China Sea (Senkaku Islands) 
and South China Sea (Spratly Islands) has compelled both states 
to refocus on maritime security as a key area of cooperation.37 A 
prominent aspect of maritime security cooperation has been the 
capacity building, with Japan providing a substantial amount of 
assistance to the Philippines. This has materialized through Japan’s 
significant contributions such as providing a loan for ten multi-
role response vessels for the Philippine Coast Guard completed in 
2018 and donating excess spare parts for military helicopters and 
maintenance equipment worth PhP 2.5 billion to the Philippine Air 
Force in 2019.38 Another aspect of maritime security cooperation 
is the interoperability between military forces. Japan and the 
Philippines have addressed this concern by participating in joint 
military exercises such as Balikatan (2016-2018) and more recently, 
maritime training activity Sama Sama (2019).39 In implementing 
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these initiatives, the objective of maritime security cooperation is to 
defend territorial sovereignty and to ensure freedom of navigation 
in the South China Sea.40  While traditional security issues continue 
to be a key concern for both states, measures to address these issues 
have already been integrated within the strategic partnership. 
Since the objective of the study is to explore new areas of mutual 
interest, the focus will be on emerging security issues that cut 
across traditional and non-traditional security boundaries such as 
cybersecurity. 

Cyberspace has emerged as an increasingly complex environment 
that state and non-state actors have utilized for espionage, sabotage, 
and subversion. Despite the prevalence of numerous criminal 
indictments, economic sanctions, and development of military 
and non-military capabilities, hostile actors continue to engage in 
disruptive activities in cyberspace. More significantly, these sustained 
attacks by perpetrators damaged targeted states without triggering 
significant retaliation.41 While cybersecurity is considered a national 
security threat in Japan, it has yet to be prioritized in the Philippines.42 
Despite this difference, both states have adopted strategies that 
employ securitized responses to cyber threats, particularly during 
crisis situations, where intrusions against networks and critical 
infrastructures may disrupt critical government efforts to manage 
the spread of the coronavirus disease.43 For instance, from 2007 to 
2011, Japan experienced a series of cyber intrusions against leading 
corporations, research institutes, and government agencies.44 The 
most prominent of this was the series of cyber intrusions against 
critical infrastructures, particularly Mitsubishi Heavy Industries 
(MHI), Japan’s largest defense contractor, responsible for designing 
and manufacturing of guided weapons systems, fighter planes, and 
space launch vehicles.45
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On the other hand, the Philippines has experienced at least 
two serious cyber incidents in the past five years, exposing its 
vulnerabilities to hostile actors. The first incident was in 2015 
when hackers linked to China targeted the Philippine Department 
of Justice and two other organizations involved in the South China 
Sea arbitration. The objective of the hack was to collect intelligence 
relevant to the arbitration in the context of the favorable ruling 
awarded by the Permanent Court of Arbitration.46 The second 
incident was in 2017 when the Department of Foreign Affairs was 
hacked by the OceanLotus Group, a threat group linked to Vietnam. 
The suspected objective of the group was to influence President 
Rodrigo Duterte to reconsider his posture towards China by 
releasing classified transcripts of telephone conversations between 
him and two prominent world leaders (U.S. President Donald 
Trump and Chinese President Xi Jinping) to the public.47  

Following the elements of strategic partnerships, Japan and 
the Philippines are guided by an underlying system principle of 
“preserving a free and secure cyberspace.” This principle is elucidated 
by four themes common to the strategies of both states: the free flow 
of information, rule of law, autonomy, and collaboration between 
multi-stakeholders.48 Maintaining the free flow of information 
involves a commitment to providing equal access to the Internet 
as well as avoiding “unfair censorship.” In this sense, both states 
strive to strike a balance between government monitoring of cyber 
threats and protecting the privacy of individuals. Adherence to 
the rule of law in cyberspace entails the application of domestic 
and international laws against malicious actors. While attribution 
is difficult in cyberspace, Japan and the Philippines emphasize the 
significance of equal enforcement of the law in both physical and 
digital environments.49  
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Preserving autonomy in cyberspace involves a constant reliance 
on self-governance as a mechanism for maintaining security in 
cyberspace. The self-reliant and responsible use of the Internet 
more than government intervention in cyberspace will strengthen 
the overall cybersecurity posture of the state. Both states recognize 
that a multi-stakeholder approach is the most feasible strategy to 
manage security threats in cyberspace. Cyberspace was repurposed 
to develop multiple connections between various stakeholders across 
all sectors society. Therefore, it can only be secured through sustained 
collaboration between these stakeholders. 

Due to the complexity of cyberspace as a strategic environment, 
the goal of enhancing cyber defenses rather than targeting specific 
threats such as hostile states or hacktivist groups is a more feasible 
approach that Japan and the Philippines can pursue in the context 
of their strategic partnership. This is particularly imperative given 
the need to protect computer networks and critical infrastructures 
(energy, transportation, healthcare, finance, supply chain) from 
network intrusions while governments are preoccupied with 
mitigating the impact of the coronavirus disease pandemic.50 

Strengthening cyber defenses involves three main initiatives that 
are integral to the cybersecurity strategies of both states. The first 
initiative is strengthening the resilience of critical infrastructures 
so that they can endure complex cyber intrusions. This involves 
ensuring the compliance of critical infrastructure operators to the 
minimum standards recommended by standardization bodies such 
as the International Standards Organization and the International 
Telecommunications Union, among others.51 In addition, a crucial 
part of compliance is the implantation of cyber exercises, which 
evaluates the existing standards and protocols in place for strengths 
and weakness.52  



14 JAPAN-PHILIPPINES  SECURITY COOPERATION IN  A  POST-CORONAVIRUS  WORLD

The second initiative is establishing a defensive posture in 
cyberspace. Japan is implementing a defensive strategy through a 
policy of  “Proactive Cyber Defense,” which call for a comprehensive 
set of preventive measures including “sharing and utilization 
of threat information,” “using technologies to induce attacks to 
collect information on attackers,” “conducting measures against 
botnets,” and “reinforcement of international undersea cables.”53  
The strategy of the Philippines centers on the development of 
“defense layers” that involve the participation of business, non-
governmental organizations and other states. The objective is to 
significantly reduce the government’s exposure to cyber intrusions 
thereby allowing them to protect critical infrastructures and to 
effectively orchestrate the countermeasures against cyber threats.54  

The third initiative is developing capabilities for cyber threat 
information sharing. This capability is essential for cyber defense 
because it provides decision-makers with the relevant information 
about potential and current threats in cyberspace. Japan’s efforts 
in this area are led by the Prime Minister’s Office, which manages 
the systematic sharing of information among relevant ministries 
and agencies within government as well as allies such as the United 
States.55 In the case of the Philippines, the government strategy is 
to build a Threat Intelligence and Analysis Operations Center that 
will function as a central hub for intelligence collection, technical 
research and development, testing laboratories, and threat scenario 
simulators. Moreover, this organization is also envisioned to 
collaborate with other government agencies with similar capabilities 
such as the Armed Forces of the Philippines, Department of  
National Defense, and National Security Council, especially during 
crisis situations like the current global pandemic where public health 
facilities are vulnerable to computer network attacks.56 
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A key element that makes strategic partnerships a strong 
framework for cybersecurity cooperation is that it is informal. 
In this regard, cybersecurity cooperation can progress effectively 
without a formal alliance treaty and the development of cyber 
capabilities does not require significant commitment costs 
to operationalize. Cybersecurity cooperation is generally 
institutionalized through informal agreements, policy dialogues, 
and joint statements that build on existing security arrangements 
between participating states.57  In this sense, there are two reasons 
why informal agreements are advantageous for cybersecurity 
cooperation. First, the non-physicality of cyber operations makes 
it difficult to enforce formal defense treaties that guarantee a 
military action in response to computer network attacks.58 Second, 
the difficulty of attribution in cyberspace makes it impractical to 
enforce formal defense treaties if the identity of the perpetrator 
remains highly contestable. 

Another consideration is that strategic partnerships are defined 
by low commitment costs. This is consistent with the development of 
cyber capabilities given the limited commitment costs necessary for 
Japan and the Philippines to cooperate in the area of cybersecurity. 
There are at least two reasons that support this claim. The first is that 
both states already have existing capabilities as well as strategies 
to counter cyber threats. While there is a discrepancy between 
the capabilities of the two states, they can still build on common 
competencies and collaborate to refine the operational details of 
their cybersecurity cooperation.59  The second is that defensive cyber 
operations require less resources than offensive cyber operations.60 
Since the priority of both states is to develop robust cyber defenses, 
they do not have any commitment to invest in significant resources 
based on a framework of strategic partnership.
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The prominence of cyberspace as a strategic environment in 
the twenty-first century necessitates new strategies to maintain the 
national security of states. Cybersecurity is entangled or “intensely 
and densely connected” with larger sets of issues including 
biosecurity and food security, therefore cooperation is vital to 
addressing interconnected security threats that confront states 
in the post-coronavirus world.61 In this sense, it is necessary to 
integrate cybersecurity as an area of cooperation within the existing 
strategic partnership of Japan and the Philippines. Aside from the 
clear dedication to the ideal of a free and secure cyberspace, both 
states have strong incentives to collaborate in strengthening their 
respective capacities for cyber defense. Since cyber operations lead 
to different strategic outcomes, informal security arrangements are 
sustainable and the commitment costs to develop cyber defenses are 
lower than investments in conventional military capabilities.  

Biosecurity

The existential threat posed by the coronavirus pandemic 
immediately put it on top of the global security agenda. The first 
cases of the virus were reported in Wuhan, China and despite a 
lockdown that was imposed in January 2020, the outbreak quickly 
spread as 5 million residents were able to leave the city before 
the lockdown took effect.62 At the end of March, over 500,000 
cases and more than 23,000 deaths in 202 countries, areas, or 
territories have been reported.63 Other countries have implemented 
lockdowns as well, thereby spurring the massive economic costs 
of the pandemic.64 China’s lockdown alone, consisting of 48 cities 
and 4 provinces, translates to the disruption of travel plans of 
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over 500 million people.65 Alongside transportation, the hardest-
hit sectors are tourism, restaurants, cinemas, and energy with a 
combined estimated loss of US$143 billion.66 Manufacturing has 
also been hit, not least because Wuhan is a major hub. This supply-
chain disruption means export demand fell significantly, which 
could cause China’s first-quarter GDP to slide by 1.5 to 4.5% and 
the annual growth rate to be as low as 5.5%.67  Shipping and port 
operations are similarly impacted, causing production delays and 
deliveries.68 

Going by the elements of strategic partnerships, the coronavirus 
pandemic elucidates a system principle, i.e., a “new collective 
insecurity” that requires a move from state-centric to new forms 
of health governance.69 Pandemics and health have been in the 
backburner of international relations for a long time, shoved 
under the umbrella of non-traditional security and classified as 
low politics.70 With the outbreak of the coronavirus, however, 
pandemics are now seen as existential threats and have been 
effectively securitized while couched in “militarized language.”71 
This is not unprecedented, considering that most countries 
responded the same way to the “war” on HIV/AIDS, SARS, H1N1, 
MERS, and the Ebola virus.

In the face of this threat, the immediate goal is containment, 
which is why securitizing the issue is justified. In the Philippines, 
the first case was reported on 30 January 2020 and increased 
steadily by the start of March with local transmission.72 President 
Duterte placed the country under a state of public health 
emergency on March 8 but placed Metro Manila under community 
quarantine from March 15 to April 14.73 Consequently, the entire 
island of Luzon (where Metro Manila is located) was placed on 
an enhanced community lockdown from March 17 to April 12.74 
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Both lockdowns entail restrictions on people’s movement (strict 
home quarantine and social distancing) and travel, as well as the 
closure of major business establishments. Despite these measures, 
the number of cases spiked by 272 on March 28, bringing the total 
number to 1,075.75 

Meanwhile, Japan’s number of cases is low despite its proximity 
to China.76 With a total of 1,387 cases as of 27 March 2020 and 
46 deaths, Japan’s numbers indicate that it has indeed avoided the 
worst of the pandemic so far.77 There can be several reasons for this, 
including an ingrained culture of social distancing, bowing instead 
of shaking hands, and wearing masks as part of everyday life. Still, 
with testing only for serious cases and with the Olympics coming 
up, there is reason to be skeptical of the numbers.78 

With the pandemic yet to reach its peak, it is difficult to ascertain 
which response, i.e., either the Philippines’ securitized lockdown 
or Japan’s soft lockdown, works best to contain the outbreak. 
However, it begs emphasis that securitization is effective only in the 
short term. In the long run, this national security response is more 
difficult to sustain than an incremental but directed move towards 
a more developmental response.79 Moreover, securitizing any issue 
is steeped in politics and the exercise of power, and so the longer it 
is in effect, the harder it will be to maintain.80 

Hence, with the clear and present danger that the coronavirus 
pandemic poses and to shift from a crisis mindset to long-
term policy planning, Japan and the Philippines can explore 
the following options within the framework of their strategic 
partnership. These proposals are entry points based on the 
2005 International Health Regulations (IHR), by far the most 
comprehensive legally binding instrument in cases of the spread of 
diseases and other health risks. While the IHR comes from a long 
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line of global health regimes, the 2005 version has the following 
key differences: the scope of diseases and health emergencies 
is expanded to include not only infectious diseases but also 
radiological or chemical incidents, health surveillance is more 
proactive and expansive, the scope of relevant parties that can 
provide information to the World Health Organization (WHO) is 
broadened, and human rights are to be considered and respected 
in contexts of health emergencies.81 Against this backdrop, it 
is in the interest of Japan and the Philippines to leverage their 
strategic partnership and coordinate on overcoming the logistical 
difficulties that implementing the IHR guidelines entails. 

First, given that the scope of diseases and emergencies is now 
expanded, Japan and the Philippines can, with their respective 
experiences in dealing with natural calamities, work on capacity 
building on disaster preparedness. Best practices from facing and 
addressing disasters, including this recent coronavirus pandemic, 
need to be learned, shared, and institutionalized. This can include 
funding basic health services and ensuring that the infrastructure 
for the provision of these services remains efficient.

Second, the 2005 IHR incorporates the necessity of surveillance 
to stop epidemics from becoming pandemics. Health surveillance 
is by no means simply an offshoot of the successes of countries like 
Singapore in dealing with the coronavirus; even though Singapore’s 
actions can oftentimes conjure images of the panopticon, it is 
undeniable that the country has indeed managed to f latten the 
curve.82 Japan and the Philippines can work on upgrading technical 
capabilities to improve Internet-based surveillance reporting 
systems. These are low cost, although providing internet access 
to smaller and far-f lung communities can be expensive. Similarly, 
the strategic partnership can be a platform for information and 
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knowledge sharing to address epidemics and prevent new ones 
from emerging.

Third, the 2005 IHR embraces inclusivity in that non-state 
actors can now be contracted to provide information to WHO 
about public health emergencies. This potentially opens the 
political space to Track 1.5 and Track 2 collaborations, including 
the efforts of the Japan International Cooperation Agency (JICA), 
as well as private entities like pharmaceutical companies. In this 
sense, the strategic partnership can, under the broader umbrella of 
the IHR, work alongside or subsume WHO’s Pandemic Influenza 
Preparedness Framework (PIPF).83 One of the Japan-Philippines 
strategic partnership’s core features is the people-to-people 
connections that engage the youth and professionals in exchanges. 
This will be an important factor in putting the post-coronavirus 
world back together.

Finally, Japan and the Philippines can ensure that human rights 
are protected during times of health emergencies and amid extensive 
health surveillance. International human rights law provides that 
both states are expected to work on specific measures that strengthen 
respect for human rights in cyberspace. There are at least three 
“duties” that Japan and the Philippines need to address. First, they 
are responsible for ensuring respect by third parties for rights in 
cyberspace. For instance, states are obligated to confirm that the 
personal information stored in social networking sites are secure 
and not accessible to the public without the consent of the owners.84 
Second, they are responsible for protecting individual rights from 
violations originating from cyberspace. Specifically, states are 
obligated to criminalize violations against the freedom of expression 
online, such as “incitement of national, racial or religious hatred  
that leads to incitement to discrimination, hostility or violence.”85 
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Third, they are also obliged to provide effective remedies to victims 
of human rights violations online. Effective remedies are not 
necessarily legal action and “can be obtained directly from Internet 
service providers, public authorities and/or national human rights 
institutions include inquiry, explanation, reply, correction, apology, 
reinstatement, reconnection and compensation.”86 

Hence, biosecurity is re-emerging as a – if not, the most – relevant 
aspect of international relations in the post-coronavirus world. As 
such, we need to come to grips with the so-called medicalization 
of insecurity: “Whereas we used to think of insecurity in world 
politics as being a fundamentally military and political problem…, 
security discussions about pandemic threats now suggest to us that 
insecurity can also have an underlying medical source or origin.”87 

This also points us to the concept of security that is entangled and 
inextricably linked to and embedded in larger sets of issues.88 Thus, 
since the nature of security itself is unfolding and evolving, then so 
should the Japan-Philippines strategic partnership in confronting 
and including biosecurity in its framework. However, this depends 
on effective food security governance.

Food Security
 

The United Nations Food and Agriculture Organization (FAO) defines 
food security as a situation where peoples and societies have regular 
access to safe and nutritious food for normal growth, development, 
and an active and healthy life. Food is so fundamental to sustaining 
human life, but it is precisely because it is so basic that it is easy 
enough to take for granted.89 This partly explains why food security 
and food governance are so unevenly distributed across disciplines.90 
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At best, attention is given to food security in a sporadic and episodic 
manner, as evidenced by the spate of literature that emerged following 
the food crises in the 1970s and 2008.91 This notwithstanding, the 
importance of the provision, distribution, and access to food cannot 
be underestimated. This need becomes particularly acute during times 
of pandemics and as a systemic principle of strategic partnerships, 
both Japan and the Philippines have even more reasons to cooperate 
in overcoming the physical, social, and economic barriers to food.92 

If the goal is good governance in food security, several factors 
preclude its attainment. The first is poor governance. Ironically, 
governance is both a challenge and a solution to food security.93  
Poor governance, in general, is characterized by weak institutional 
capacity, poor policy design, and lagging implementation.94 All of 
these can impact food production and distribution. Thus, one can 
make the argument that good governance is directly proportional 
to food security.

The second factor that makes food security governance 
challenging is that the issue involves a multiplicity of actors 
and institutions across a broad range of drivers and food system 
activities, scales, sectors, and policy domains. This multi-
dimensional character of food security governance, therefore, 
infuses it with a high degree of complexity, overlap, and confusion. 
An example of this dense network is seen in the following key 
policy domains of food security governance: nutrition and 
agriculture.95 The policy area of nutrition is centered on setting 
international standards for nutrition and public health policy-
making activities. The main institutions tasked to oversee the 
activities here are WHO, the FAO, the World Food Programme 
(WFP), and the Food Aid Convention (FAC). Food safety, which 
is another policy area classified under the domain of nutrition, is 
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likewise focused on setting international standards on food safety, 
preventing outbreaks, and promoting food hygiene and health. 
By far, this policy area is the most institutionalized with a global 
standard setting at Codex Alimentarius and co-managed by WHO 
and the FAO and with enforcement through the World Trade 
Organization’s (WTO) Agreement on Sanitary and Phytosanitary 
Measures. The human right to food is yet another policy area 
here, which monitors state action through the Office of the High 
Commissioner for Human Rights (OHCHR) and the FAO.

The other broad policy domain in food security governance 
is agriculture which includes four policy areas. Agricultural 
production is about knowledge production and dissemination on 
food and agricultural production techniques, including applied 
research in plant breeding and disease eradication. The FAO, 
the Consultative Group on International Agricultural Research 
(CGIAR), and the International Food Policy Research Institute 
(IFPRI) are the main actors here. Agricultural trade is another policy 
area with the main task to harmonize policies on customs and tariffs 
on the flows of food and agricultural products, foreign investments 
in the agricultural sector, and the trading of agricultural financial 
products. Given its nature, this policy area is within the auspices of 
the WTO, the International Grains Council (IGC), the Organization 
for Economic Cooperation and Development (OECD), the United 
Nations Conference on Trade and Development (UNCTAD), and 
the World Bank. The third policy area is agriculture and its linkages 
with development. Here, organizations like the World Bank, the 
International Fund for Agricultural Development (IFAD), the Asian 
Development Bank (ADB), and the African Development Bank 
(AFDB) not only finance and monitor agricultural development 
projects, but they are also active in policy intervention to improve 
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the material living standards of peoples in developing countries. 
An emerging policy area here is agriculture’s connection to climate 
change. The United Nations Framework Convention on Climate 
Change (UNFCC), the United Nations Environmental Programme 
(UNEP), the FAO, and IFPRI are tasked to find ways to transition 
to sustainable and low-carbon forms of agricultural production.

Evidently, the presence of these international organizations 
complicates food security governance. Adding to the complexity 
is the fact that there are no clear-cut distinctions among these 
international organizations and that there is no centralized 
authority.96 As a result, food security governance today is in 
non-hierarchical clusters, better described as “polyvalent inter-
organizational relationships” whose mandates overlap and conflict 
and rivalry dominate over interests, visions, and paradigms.97  

An offshoot of this is the third major hurdle for food security, 
i.e., that while there are clusters of institutional architectures in 
place, non-state actors now proliferate the terrain as well. This 
new range of actors encompasses non-government organizations, 
new social movements like peasant organizations, philanthropic 
organizations, and private sector organizations.98 Ultimately, food 
security governance has a notoriously fragmented effect.

Against this backdrop, a useful entry point for the Japan-
Philippines security partnership is in harnessing the informal 
networks between them. The two countries have strong and deep 
people-to-people linkages and these networks can provide valuable 
information to policymakers. These personal linkages can bring food 
closer to the hungry in smaller and rural communities. At the same 
time, these efforts can lead to public support and bring legitimacy 
to official interventions. In working alongside government agencies 
and thereby extending the capacities of the government, these 
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linkages can create a multi-sector and multi-scalar approach to a 
more efficient and more effective food security governance. In the 
long run, good food security governance can place Japan and the 
Philippines and the rest of the international community in a better 
position to deal with (and ultimately prevent) the spread of diseases. 
Of course, these will depend on better cyber infrastructures that 
merge the technical and environmental dimensions with the social, 
economic, and political aspects of new security threats that we face.

Conclusion

The Japan-Philippines bilateral relationship is anchored on a strong 
strategic partnership and is in a unique position to “decenter” 
from the United States Alliance System developed to counter the 
expansion of communist states after the Second World War.99  
While the strategic partnership is progressive, its current structure 
needs to be calibrated to deal with complex security threats in 
the post-coronavirus world. The partnership can further evolve 
if both states acknowledge the fundamental notion that security 
is an entangled concept, that it is not mutually exclusive from 
other facets of life. Japan and the Philippines must realize that 
the strategic partnership, which is meant primarily to address 
traditional security threats, has deep linkages with non-traditional 
security issues such as cybersecurity, biosecurity, and food security. 
As such, the partnership can better adapt to the post-coronavirus 
world if cybersecurity is in the agenda to ensure the protection 
of computer networks and critical infrastructure, which can then 
be the foundational structure for dealing with future pandemics. 
To mitigate heightened security responses during times of crisis, 
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networked technology can be used to ensure that systems are in 
place to guarantee food security. 

In the area of cybersecurity, it was emphasized earlier that a 
unilateral approach to countering hostile actors in cyberspace is not 
possible because of the global scope of cyber intrusions. Considering 
that secure networks and hardened critical infrastructure are the 
essential for all sectors of society to function properly, Japan and 
the Philippines can explore cybersecurity cooperation with the 
framework of their strategic partnership because the following 
reasons. First, both states share a strong dedication to the principle 
of a free and secure cyberspace, specifically advance the agenda of 
free flow of information, rule of law, autonomy, and collaboration 
between multi-stakeholders. Second, both states are focused on 
enhancing their cyber defenses by protecting critical infrastructure, 
adopting a proactive defense posture, and enabling in cyber threat 
information sharing. Third, Japan and the Philippines can benefit 
from collaborating in the area of cybersecurity because it can 
work under informal security arrangements and low commitment 
costs. Given these favorable conditions, we believe that integrating 
cybersecurity as a new area of cooperation within the existing 
strategic partnership of Japan and the Philippines is an imperative 
move that can deepen the security cooperation of both states. 

In terms of biosecurity, this policy area is the most relevant 
aspect of international relations in the post-coronavirus world. 
Given the existential threat that the coronavirus pandemic poses, 
Japan and the Philippines can explore the following options 
within the framework of their strategic partnership. First, Japan 
and the Philippines can, with their respective experiences dealing 
with natural calamities, work on capacity building on disaster 
preparedness. Second, both states can work on upgrading technical 
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capabilities to improve internet-based surveillance reporting 
systems. Third, both states can engage non-state actors through 
Track 1.5 and Track 2 collaborations, for providing information 
the WHO about public health emergencies. Finally, Japan and the 
Philippines can ensure that human rights are protected during 
times of health emergencies and amid extensive health surveillance 
by fulfilling three “duties” of states based on international human 
rights law. 

With respect to food security, the need for a reliable and stable 
food supply is particularly acute during times of existential threats 
such as pandemics. In this context, both Japan and the Philippines 
have even more reasons to cooperate in overcoming the physical, 
social, and economic barriers to food. In light of the grave impact 
of food shortages during global crises like coronavirus pandemic, 
Japan and the Philippines can explore the following options within 
the framework of their strategic partnership. First, both states 
can harness the informal networks between them. Since the two 
countries have strong and deep people-to-people linkages, these 
networks can provide valuable information to policymakers. 
Second, both states can develop these informal networks to work 
alongside government agencies, thereby extending the capacities of 
the government. 

Strategic partnerships are a useful framework for security 
cooperation because it is flexible enough to include non-traditional 
security issues such as cybersecurity, biosecurity, and food security 
within its scope conditions. While the focus of the paper was on 
these three areas, it is important to recognize that there are other 
areas of cooperation, such as environmental security and energy 
security, that can benefit from strategic partnerships because of 
the flexible and non-binding nature of the framework. While Japan 
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and the Philippines already have an existing strategic partnership, 
integrating new areas of security cooperation can lead to a deeper, 
more sustainable bilateral relationship for the twenty-first century.
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