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The Stratbase ADR Institute for Strategic and International Studies 
(ADRi) is an independent strategic research organization with the 
principal goal of addressing the issues affecting the Philippines and East 
Asia through:

1. Effecting national, regional, and international policy change or 
support
2. Fostering strategic ideas based on cooperation and innovative 
thinking
3. Providing a regional venue for collaboration and cooperation in 
dealing with critical issues in East Asia; and
4. Actively participating in regional debates and global conversations

With its international focus, ADRi believes that Philippine and 
regional security and development can be achieved through the 
cooperation of the public and private sectors.

ADRi traces its roots to the Stratbase Research Institute (SRI) 
established in 2004. SRI focused on providing strategic solutions to 
domestic governance, socio-economic, and other policy concerns. It 
aimed to contribute to Philippine development through research and 
responsive policy alternatives.

As SRI sought solutions, East Asia’s affairs frequently inserted 
themselves into the equation. There was and is a clear relation between 
domestic and regional affairs; movement in one reverberates in the 
other.





WRITTEN BY

DIGITALIZATION AGENDA 2022
TOWARDS A RESILIENT PHILIPPINES 

TRANSFORMATION AND INCLUSION
THROUGH DIGITAL 

SHERWIN E. ONA, PH.D

Manila, Philippines

ADRi PUBLICATIONS
STRATBASE ADRi FOR STRATEGIC AND INTERNATIONAL STUDIES



Stratbase ADRi
Albert Del Rosario Institute for Strategic and International Studies
Copyright © 2022

A Publication of the Stratbase Albert Del Rosario Institute for 
Strategic and International Studies
 

Stratbase ADRi Website: www.adrinstitute.org
Facebook: https://facebook.com/stratbaseadri/
Twitter: https://twitter.com/stratbaseadri/

All rights reserved. Without limiting the rights under copyright reserved above, no part of this 
publication may be reproduced, stored in or introduced into a retrieval system, or transmitted, 
in any form or by any means (electronic, mechanical, photocopying, recording or otherwise), 
without the prior written permission of the Institute, except in the case of brief 
quotations embodied in critical articles and reviews.

The views, opinions and conclusions expressed in this paper are 
those of the author and do not necessarily reflect those of 
the Institute or any of its officers and trustees. 

The author is solely responsible for its content. 

For information, address ADRi Publications: 
The Financial Tower, 6794 Ayala Avenue, Makati City 1226

Design by Carol Manhit
Text set in 11 type Minion Pro

Printed in the Philippines by Rex Publishing 
Manila, Philippines



ABOUT THE ORGANIZATION

Victor Andres “Dindo” C. Manhit is the President of Stratbase Albert Del Rosario Institute 
for Strategic and International Studies. Concurrently, he is Philippine Country Head 
of the renowned BowerGroupAsia (BGA). He was a former Chair and recently retired 
Associate Professor of the Political Science Department of De La Salle University. Among 
the government positions he held include Undersecretary for External Affairs and Special 
Concerns of the Department of Education, Culture and Sports and Deputy Secretary for 
Administration and Financial Services of the Philippine Senate. Meanwhile, his legislative 
experience encompasses the  8th, 9th, 10th, and 12th Congress as the Chief of Staff of the late 
Former Senate President Edgardo Angara and senior policy research adviser in key senate 
committees.

BOARD OF TRUSTEES
Ambassador Albert del Rosario was the Secretary of Foreign Affairs of the Philippines from 

2011 to 2016. He also served as Philippine Ambassador to the United States of America 
from 2001 to 2006. Prior to entering public service, Amb. Del Rosario was on the Board of 
Directors of over 50 firms. He received numerous awards and recognition for his valuable 
contributions to the Philippines and abroad.

Manuel V. Pangilinan is CEO and managing director of First Pacific Company Limited. He is 
also the chairman of Metro Pacific Investments Corp., Philippine Long Distance Telephone 
Company, Manila Electric Co. (Meralco), and Smart Communications, among others. He is 
a recipient of several prestigious awards including the Ten Outstanding Young Men of the 
Philippines (TOYM) Award for International Finance in 1983 and the Presidential Pamana 
ng Pilipino Award by the Office of the President of the Philippines in 1996.  

Edgardo G. Lacson is an honorary chairman of the Philippine Chamber of Commerce and 
Industry (PCCI). He is the Chairman of the Employers Confederation of the Philippines. 
He holds numerous leadership positions in various companies. He served as a Director 
of The Philippine Stock Exchange, Inc. and is an Honorary Member of the Rotary Club-
Diliman. 

Benjamin Philip G. Romualdez is the former president of the Chamber of Mines of the 
Philippines. He also holds, among others, the following positions: Chairman of MST 
Management, Inc., President of Oxford University and Cambridge University Club of 
the Philippines, Director at Philippine-Australia Business Council (PABC), Trustee/Vice 
President of Doña Remedios Trinidad Romualdez Medical Foundation, Inc, and Trustee/
Vice President of Dr. Vicente Orestes Romualdez (DVOR) Educational Foundation, Inc.

iii



Ernest Z. Bower is a senior adviser for Southeast Asia at the Center for Strategic and International 
Studies (CSIS), having founded the first chair for the region. He is CEO of BowerGroupAsia 
(BGA) and a leading expert on Southeast Asia.  

Renato C. de Castro, Ph. D is a full professor of international studies at De La Salle 
University – Manila (DLSU). In 2009, Dr. de Castro became the U.S. State Department 
ASEAN Research Fellow from the Philippines and was based in the Political Science 
Department of Arizona State University. A consultant in the National Security Council 
of the Philippines during the Aquino administration, he has written over 80 articles on 
international relations and security.

Judge Raul C. Pangalangan, Ph. D is a judge of the International Criminal Court. He was 
previously the dean of the University of the Philippines College of Law and publisher of 
the Philippine Daily Inquirer. He has taught in many universities around the world, such 
as Melbourne University, Hong Kong University, and Harvard Law School. 

Epictetus E. Patalinghug, Ph. D is a professor emeritus at the Cesar E.A. Virata School of 
Business, University of the Philippines (UP), Diliman. He received his doctorate degree in 
Agricultural Economics from the University of Hawaii. His works have been featured in 
various publications around the world. 

Francisco A. Magno, Ph. D is the executive director of the Jesse M. Robredo Institute of 
Governance and former President of the Philippine Political Science Association. He is 
a professor of political science at DLSU and previously served as Chair of the Political 
Science Department and Director of the Social Development Research Center. 

Carlos Primo C. David, Ph. D. is a licensed geologist and professor in UP Diliman having 
obtained his PhD in Environmental Science and Geology from Stanford University. He 
is a former the Executive Director of DOST-PCIEERD. A project leader of the DOST’s 
Project NOAH, Dr. David pioneers short term rainfall forecasting in the country and 
climate change-related research on water resources. 

iv



Introduction                                                    
The pandemic’s profound impact has underscored the importance of creating resilient 
societies while there is a worldwide recognition on the urgency of digitalization. The 
agenda put forth in this paper identifies the critical activities and 
suggests practical steps on how to pursue digitalization

Background: Digitalization, Digital Transformation, Inclusion and 
the Protection of Critical Infrastructure                         
The digitalization strategy three pronged: (a) Digital transformation initiative; (b) A digital 
inclusion initiative and (c) Ensure the protection of the country’s digital infrastructure 

COVID-19 in the Philippines: Challenges and 
Opportunities for Digitalization                        
The pandemic consequences clearly show two things: (a) lack of a long-term 
digitalization strategy and the (b) failure to invest in its digital infrastructure

Digitalization Agenda 2020             
Aside from the inherent digital Filipino capacity, another exciting development 
is the growth of the country’s FINTECH industry. The new normal is digital. There is 
a need to eliminate boundaries and protect the country’s digital infrastructure

Recommendations                        
Develop a Philippine digitalization roadmap. Convene an executive-level task force 
to oversee its implementation alongside community and legislative support
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ABSTRACT

The COVID-19 pandemic underlined the importance of digitalization in 
creating a resilient society. However, it also exposed the Philippines’ lack of 
having a long-term digitalization strategy and failure to invest in digital 
infrastructures. Working towards digitalization can push for greater inclusion 
and innovation and foster good governance. A good exemplar of this is 
how the pandemic ushered the use of digital platforms for online shopping, 
digital payment, and virtual work arrangements. These technology-enabled 
innovations allowed for the continuation of economic activity and the fostering 
of social cohesion. Furthermore, new practices in learning and telehealth have 
allowed economies to avoid the severe effects on productivity and wellbeing, 
thus allowing essential interactions to continue without the risk of infection. 
The Digitalization Agenda 2022 proposed in this article is operationalized into 
three components, namely: digital transformation, which highlights the ability 
of the government to transform its services to an integrated, cross organizational 
platform that is citizen-centric; digital inclusion, which emphasizes the 
importance of addressing societal deficits concerning digital divides; and lastly, 
the protection of the country’s digital infrastructure that proposed a shift from 
the current cybercrime perspective to cyber defense. As the importance of the 
agenda is founded on the idea that the new normal is digital, there is a need to 
eliminate boundaries, protect the country’s digital infrastructures, and address 
gaps in the current policy regime. Thus, as a way to kickstart the Philippines’ 
transition to digitalization, the next set of leaders and policymakers can do the 
following: develop a digitalization strategy and roadmap, convene an executive 
level task force that will oversee the implementation of the strategy, convene a 
digitalization summit, support the development of Communities of Practice 
(COP), and create new laws on digital government and cyber defense that will 
provide the needed legal framework for service integration, interoperability, 
and data governance in the public sector.
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In March 2010, renowned economist and Columbia University professor Jeffrey 
Sachs predicted that by 2025, the world will be able to escape extreme poverty. 

This bold claim was echoed in his video titled, “2020 Shaping Ideas” where 
Professor Sachs placed his optimism on the ability of mobile technologies to 
connect people in underserved regions and communities. Moreover, he argues 
that connectivity and access to digital technologies can increase productivity and 
unleash innovation thus resulting in inclusion. Professor Sachs further surmised 
that this would open the doors to more opportunities and eventually put an end 
to economic isolation.  

Fast forward to 2020. The COVID-19 pandemic has ravaged the world, making 
it the worst pandemic in more than a hundred years. It has inflicted tremendous 
human suffering and induced widespread economic dislocation. Furthermore, its 
virulence allowed states to impose stringent lockdowns that resulted in closures, 
work stoppages, and limited mobility. This ambiguous and volatile condition 
continues to paint an ominous future for the whole world. For instance, the US 
Congress estimates that the pandemic’s impact on global economic growth for 
2020 was at -3.5%.1 Meanwhile, the International Labor Organization estimates 
that the decrease in consumption and slowdown of global supply chains resulted 
in a staggering 255 million job loss in 2020.2 Also, the discovery and rapid spread 
of new COVID-19 variants will further affect the ability of economies to recover 
from its adverse impact. Because of its profound effects on societies, the World 
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Economic Forum (WEF) is correct in saying that the COVID-19 pandemic has 
dealt the world with a twin crisis: the pandemic has become the greatest health 
crisis as well as the biggest economic shock in more than a century.3 

Consequently, the pandemic’s profound impact has underscored the 
importance of creating resilient societies. For many, COVID-19 has ushered the 
“great reset” or an opportunity to reexamine previous views and assumptions.4 
Likewise, leaders and governments worldwide have recognized the urgency 
of digitalization to deal with the pandemic’s adverse effects. As a strategy, 
digitalization can be seen as an enabler of inclusion and transformation. Defined 
as “the use of digital technologies to change an organization’s business model, 
including creating new or improved ways of delivering services, and improving 
the quality of what is delivered”, this concept also underscores the role of digital 
technologies in ushering transformation of societies and economies.5 An example 
of this is how the pandemic had ushered the use of digital platforms for online 
shopping, digital payment, and virtual work arrangements. These technology-
enabled innovations allowed for continuous economic activity and fostered social 
cohesion. Furthermore, new practices in learning and telehealth have allowed 
economies to avoid the severe effects on productivity and wellbeing, thus allowing 
essential interactions to continue without the risk of infection. 

However, future leaders should realize that digitalization is not completely the 
“bed of roses” that its advocates hoped it to be. Its promises and benefits can 
also open an insidious box of ills and challenges. Instances of advanced persistent 
threats like cyberattacks and malware proliferation remain as pressing security 
challenges. In addition, the spread of disinformation during public health 
emergencies are well documented. These threats were intended to sow mistrust 
and undermine the credibility of actors 6 as well as intensify social discord and 
weaken institutions.7 Another important concern is the ability of these new 
technologies to exacerbate digital divides. 

The Philippines is not immune from these adverse effects. Challenges in its 
overall pandemic response have resulted in an alarming 9.6% contraction of 
the country’s GDP, its highest since the Second World War.8 According to the 
National Economic Development Authority (NEDA), weaker consumption, and 
lower productivity due to school closures and low investments will result in a 
staggering PhP 41 trillion output loss over a 40-year period.9 

 Overall, this paper argues that future leaders of the country should view 
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digitalization as one of the instruments in a solutions toolkit. It can provide 
options on how to lift the country out of its current malady. As an enabler of 
economic growth, digitalization can also encourage greater inclusion, drive 
innovation, and foster good government. For these reasons, this paper presents 
the proposed Digitalization Agenda 2022 that aims to provide future Filipino 
leaders with the following:

a. An understanding of the importance of digitalization and how this 
concept can be operationalized through its three components, namely: 
Digital Transformation (Dx), Digital Inclusion and the need to protect the 
country’s digital infrastructure. 

b. To allow new leaders to “hit the ground running”, the agenda identifies 
the critical activities and suggests practical steps on how to pursue it.

Background: Digitalization, Digital Transformation, Inclusion 
and the Protection of Critical Infrastructure

“Accelerated by the global pandemic, we are entering the next wave of 
digital transformation: The Age of Insight where we must leverage technology 
to discover insights that can elevate the greater wellbeing of every human on 
this planet”

                   -Antonio Neri, President and CEO of Hewlett-Packard Enterprises

In this section, the discussion will focus on answering two basic questions, 
namely: (a) Why do we need to adopt a digitalization strategy? And (b) What are 
the benefits and pitfalls of adopting this agenda? 

For the first question, it is important for future leaders to have a working 
knowledge of digitalization: its concepts, practices, and an appreciation of trends. 
Of course, digitalization is not a new concept. Prior to the pandemic, all eyes were 
on Southeast Asia due to the region’s high growth potential. This is because of 
lifestyle changes brought about by new digital practices.10 Furthermore, the region 
became the hotspot for digital transformation. For instance, the rise of unicorn 
companies such as Go-Jek, Grab, Lazada, Sea, Tokopedia and Traveloka, has 
opened new opportunities for small and medium enterprises (SMEs). In addition, 



Box 1 . �e Urgency of  DX

Source: �e World Economic Forum, 2020

•  More than 25% of consumers use mobile 
devices for purchases at least  once a week

•  A 20% increase in telemedicine is expected 
from 2020-2024

•  160% increase in frequency of digital 
purchases

•  However, 45% of households worldwide do not  
have access tothe internet. In least developed            
countries (LDCs) only 19% of  households have 
internet access
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a study by Cambridge University and 
the Asian Development Bank cited 
the significant increase in investments 
in financial technologies (Fintech) in 
the region.  The study estimates that in 
2018, more than USD 485 million was 
invested in the sector, and has recorded 
a stunning 143% year on year growth 
since 2016.11 Similarly, small package 
delivery services are expected to 
grow by 12% (approximately USD165 

million) in the ASEAN region by 2025. Partly due to the pandemic, this industry 
is likely to empower SMEs through its integrated e-commerce and e-logistics 
systems.12 Box 1 provides some compelling facts that show that the shift towards 
digitalization of societies is inevitable. The question is, “Is the Philippines ready 
for this?”  The key to better prepare the nation for this “new normal” is to have a 
working idea on how to operationalize the concept of digitalization. 

For the country’s future leaders, jumpstarting the country’s digitalization 
efforts is extremely important. A new administration must be able to articulate a 
sound and practical agenda that can provide a clear vision and foster consensus 
among stakeholders. Moreover, the agenda should also address the problems 
brought by the pandemic by providing strategic policy directions and the right 
investments. For this purpose, this paper proposes that the digitalization strategy 
be operationalized into three initiatives namely: (a) A digital transformation 
initiative (Dx); (b) A digital inclusion initiative (DII) and (c) The protection of 
the country’s digital infrastructure. 

Digital Transformation and its Outcomes

As a practice, Dx entails the need to rethink and transform an organization’s 
strategic perspective, business processes, and culture. To thrive in a Dx-enabled 
business environment, an organization’s agility or its ability to rapidly respond to 
consumer demand while ensuring cost efficiency is paramount. For this purpose, 
its capacity to integrate suppliers and vendors as well as ensuring rapid time-to-
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value product development are crucial. Moreover, Dx adoption will also include 
the ability to adopt innovative practices like sandboxing.  Creating collaborative 
platforms while fostering accountability are hallmarks of this trend.13 It also 
builds on the new developments in telecommunications, software engineering, 
computing technologies and its resulting effects due to its widespread use. 
Consequently, Dx requires a robust digital infrastructure that can enable major 
changes in organizations through the following: a) by creating new business 
models; b) streamlining of operations, thus decreasing cost; c) improving access 
to products and services; and d) enhancing the customer experience.14 There 
are numerous examples in this regard. For instance, Dx-inspired practices also 
include connected workers, integrated ICT platforms, the use of advanced data 
analytics, and remote operations. Furthermore, Dx strategies are anchored on the 
ability of business enterprises to discontinue its old practices (legacy systems) and 
increase its competitive advantage through new digital technologies.15 

Similarly, Dx best practices can open new opportunities for the public sector. 
The onset of advanced digital technologies will allow governments to reexamine 
its legacy systems, improve the efficiency of its current processes, and explore 
ways on how to better engage its citizens. It will also push governments to adopt 
a data governance strategy aimed at maximizing its use of data and move towards 
greater interoperability among its agencies. Estonia’s digital government and zero 
paper strategy as well as Singapore’s smart cities initiatives are good examples of 
this approach. 

However, the ability of governments to adapt to this new Dx enabled 
environment is dependent on the maturity of its digital ecosystem. This means 
that aside from a country’s digital infrastructure, its policies, organizational 
capacities, and how it addresses digital divide issues are crucial in fulfilling the 
promises of digitalization.16 Table 1 provides a summary of the key points and 
outcomes of Dx in both the private and public sectors. 

What Is Digital Inclusion? Why Do We Need to 
Protect Our Digital Infrastructure?       

Digital inclusion is another key facet of a digitalization strategy. In 2016, the WEF 
projected that the move towards digitalization could result in an estimated job loss 



Table 1 . Dx Areas and Possible Outcomes

Source: Author’s Own

Digitalization Strategy: 
Digital Transformation (Dx) Key Points and Possible Dx Outcomes 

Business Enterprises /
Private Sector

 

 

 

• Result in change in business models, 
organizational structure, and culture. Streamline 
process to ensure cost efficient operations 

• Anticipate new expectations coming from 
customers 

• Changes are enabled by advanced technologies 
like IoT, Robotics, Artificial Intelligences, and Big 
Data 

• Propensity to discontinue legacy systems 

Government/Public Sector 
 

 

• Demand for new services and result in more 
efficient ways in providing public services.  

• A new model of participation: Can result in new 
ways of engaging citizens. 

• Need to reexamine current practices and legacy 
systems 

• The need to leverage the power of data  
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from 2 million to as high as 2 billion by 2030. It also envisioned that from 2016-
2025, 6 million new jobs worldwide can be created especially in the logistics and 
energy sector.17 Moreover, the International Labor Organization (ILO) estimates 
that 24 million new jobs will be created by 2030 due to emerging green economy 
practices.18 For its part, the United Nations sees digitalization as a vehicle for 
achieving the Sustainable Development Goals (SDG). It cites the proliferation 
of new technologies especially in healthcare and education as examples of how 
digital technologies can improve access to basic services.19 

However, new leaders and policymakers should realize that this inevitable 
shift to a digitalized society is not without its dangers. Barriers like access to the 
Internet, poor telecommunications infrastructure, and low digital literacy are 
expected to lead to marginalization especially of the poor. Commonly known as 
the “digital divide”, this concept refers to the exclusion of individuals, households, 
and vulnerable sectors (e.g., Women, children, PWDs, etc.)  due to their inability 
to access digital technologies.20   



Table 2 . Summary of Outcomes for Digital Inclusion and 
Protection of Digital Infrastructure

Source: Author’s Own

Digitalization Strategy  Key Points and Possible Outcomes  

Digital Inclusion  • Shift towards digital economies will result to job 
losses and open opportunities for creating new jobs  

•  SDGs and Green practices will foster digital inclusion  

• Digital divides can exacerbate existing socioeconomic 
cleavages and must be addressed. Therefore, it is 
crucial to identify the needs of the marginalized

 
 

Protection of a Country’s 
Digital Infrastructure  

• A country’s digital infrastructure is a national
security concern 

• Advanced Persistent Threats, cybercrimes, and 
disinformation endanger the stability of states  

• Cyber threats require a whole-of-society approach: 
Recognize the role of the State, the private sector, 
civil society, and citizens  
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The current health crisis has also shown that its adverse effects can spawn 
into other dangers that threaten national security. For instance, thousands of 
online scams and malware sites emerged during the onset of COVID-19. The 
overabundance of information has greatly contributed to the confusion of citizens, 
thus making the decision process more complex.21 Furthermore, widespread 
uncertainty has brought fear and anxiety, thus opening the doors for the malicious 
spread of rumors and false information that can undermine disease mitigation 
efforts.22 Another important issue is the ability of states to protect its citizens and 
institutions against cyber threats. These examples show the vulnerability of states 
to address advanced persistent threats (APTs), cybercrimes, and disinformation. 
Therefore, protecting a country’s digital infrastructure is a national security 
concern and requires a whole-of-society response. Table 2 provides a summary of 
the key points for digital inclusion and digital infrastructure protection.
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COVID-19, the Great Reset, and the Need for a Digitalization Agenda

One of the important lessons that we can learn from this pandemic is that the 
new normal will be digital. The pandemic has become a watershed moment for 
digitalization. Learning to live with COVID-19 seems to be inevitable. Thus, this 
paper argues that the new normal will lead to a “great reset”: a reexamination of 
views and assumptions that will ultimately lead to profound changes. For future 
Filipino leaders, it is essential to get ahead of the thinking game and provide the 
nation with practical options that will greatly impact its way of life.  

For business enterprises, the rethinking of strategic assumptions is now 
inevitable. Its digitalization strategy must now be based on the ability of these 
enterprises to embrace new business models that can maximize the advances in 
artificial intelligence, big data analytics, and semantic technologies among others. 
The shift in markets, adopting green technologies, and the growth in demand 
makes Dx a must to be able to compete with global players. These developments 
will affect the country’s MSME sector.

For governments, the priority will be the safe reopening of their economies 
while enhancing their public health response. In addition, the pandemic will 
result in a renewed demand for online services and give rise to new expectations. 
This clamor will come in the form of increased access to services, efficiency, and 
greater transparency. Moreover, digitalization can enable governments to harness 
data to support its decision making and improve the coordination between 
national and local governments. The widespread adoption of these innovative 
practices will highlight issues on privacy, security, and inclusion. This will open 
the need for new regulatory frameworks to ensure that benefits from these trends 
are in line with the public interest. Similarly, these emerging practices will also 
demand for strong leadership and better cooperation among stakeholders.23 

As for its public health response, greater emphasis will now be placed on how 
to use digital technologies to get ahead of any viral outbreaks. In this regard, 
our Asian neighbors provide us with good examples. For instance, Vietnam and 
Thailand are examples of how integrated public health systems and good risk 
communication can enhance its response. Meanwhile, South Korea and Taiwan 
were quick to use mobile contact tracing applications to monitor the movement of 
infected individuals. In particular, the Korean government’s previous experience 
with the MERSCOV outbreak underscored the importance of developing an 
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integrated healthcare system.24 This allowed for the real time monitoring of cases 
and health service capacities.  

In summary, the discussion was intended to provide national leaders and 
policy makers with the basic concepts and issues surrounding digitalization. 
A digitalization strategy is a double-edged sword. On one end, it can provide a 
roadmap on how to achieve the transformation of the current business-governance 
environment. Through digitally enabled alternatives and proactive policies, its 
benefits are expected to be substantial. However, its wanton use can also result in 
further marginalization of sectors, waste of resources, emergence of new security 
threats, and resistance to change. Therefore, it is important for the country’s 
incoming leaders to adopt a whole-of-society approach which recognizes the role 
of the state, the potential contributions of the private sector, and the participation 
of citizens in defining the goals of digitalization. It is also crucial to understand the 
profound effects of digitalization and the dangers that it entails. 

  

COVID-19 In the Philippines: 
Challenges and Opportunities for Digitalization 

“The virus has not run its course. In turn, industries and organizations 
will have to adapt to what one essay describes as the dance with the pandemic. 
They must adjust their own moves to keep in step with the trajectory of the 
disease”. 

             - Manuel Dayrit and Edilberto De Jesus, in “Responding to COVID 19”        

Unfortunately, the government’s top-down, militaristic strategy has resulted in 
one of the world’s longest pandemic-related lockdowns. Its inadequate public 
health response is marred by problems on the sourcing of health data and its 
risk communication program. Moreover, the pandemic has also resulted in an 
increase in cybercrimes25  and misinformation.26 Coupled with its severe impact 
on the country’s economy, COVID-19 has indeed become the country’s perfect 
storm.27 Therefore, it is extremely important for incoming leaders to recognize 
the three areas (Table 3) where the impact of COVID-19 was tremendously felt. 
However, note that this is not intended to downplay the adverse effects on other 
sectors. But rather, these areas are viewed as the catalyst of a digitalization strategy.  



Table 3 . �ree Areas of Concern for the Philippines

Source: Author’s Own

Areas of Concern  Pandemic Impact and Challenges  

Public Health Response

Micro, Small, Medium-scale 
Enterprises (MSMEs)

 

• COVID-19 exposed problems in data collection and 
aggregation especially in testing and contact tracing

•  Lack of a fully functional integrated hospital 
management system

• Fragmented digital response: Presence of many 
independent systems that are not integrated  

• Stringent lockdowns highlighted inability of MSMEs 
to use digital technologies to link its supply chain 
with its retail operations. This is due to cost 
and literacy issues

•  Most MSMEs are dependent on social media for 
marketing and selling of products and services

• Majority of Filipinos remain unbanked. This is 
significant since this will affect the ability of 
entrepreneurs to use digital transactions

 

Education • The pandemic revealed the difficulty in accessing 
digital technologies for learning due to its cost, 
literacy, and bandwidth issues

•

 

There is low awareness and use of alternative 
education programs
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To make matters worse, the lackluster handling of the crisis was further 
compounded by the inability of the Department of Health (DOH) to maximize 
the use of information resources and digital technologies. In terms of the country’s 
public health response, listed below are the gaps in the Department’s information 
management efforts: 

1. Unreliable Health Data from Hospitals and Communities – The sourcing 
of data has been a major challenge in the country’s public health response. 
During the initial stages of the pandemic, the DOH struggled to source 
reliable data from hospitals and barangay health centers. The COVID-Kaya 
online system intended to aggregate community and hospital data was not 
functional due to migration problems.28

2. The Inability to Coordinate Contact Tracing Data from the Local 
Governments to National Agencies – Another concern is the ability to 
collect contact tracing data. The government’s contact tracing czar Mayor 
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Benjamin Magalong admitted that the current process does not go beyond 
the household. He further revealed that local governments are unable to 
use their contact tracing systems.29 Likewise, according to the Alliance of 
Healthcare Professionals against COVID-19 (HPAC), local governments 
have different contact tracing practices and systems. It notes that due to the 
delay in the testing results, the tracing process only starts 10-14 days after a 
positive diagnosis, which explains the rapid spread of the virus.30  

3. The Failure to Aggregate Data to Aid Decision Making and the Absence 
of a National Health System –  The absence of an integrated national 
hospital system shows the inability of the DOH to have a real time view of 
the outbreak. This also led to the failure of the agency to address the surges 
in infection as it struggled to direct patients to medical facilities.31   
         
In addition, the first year of the pandemic saw the absence of a national contact 

tracing system. Although COVID-Kaya was eventually used for this purpose, its 
deployment experienced delays due to migration issues. Meanwhile various local 
governments used their own independent apps to fill the gap in contact tracing. 
Further adding to the confusion is the attempt by certain groups within the 
Inter-Agency Task Force for the Management of Emerging Infectious Diseases 
(IATF) to use Staysafe.Ph as the national contact tracing system. Staysafe.Ph was 
eventually relegated to data storage due to the refusal of the DOH to accept the 
software and allegations of espionage.32  

These challenges illustrate the fragmented nature of the country’s public health 
structure. Moreover, the country’s previous health devolution strategy along with 
the capacity-related disparity between public and private health institutions made 
information management more difficult.33 These problems clearly show two things: 
(a) lack of a long-term digitalization strategy and (b) failure to invest in its digital 
infrastructure. These two factors will ultimately lead to profound repercussions 
not only in public health, but also in the other sectors of the economy.

Dangers in the Horizon: A Glimpse of its Spillover Effects 

At this point, it is vital for incoming leaders to recognize the arduous work ahead. 
The inadequate investments in the country’s digital infrastructure means that its 
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digitalization journey will be an uphill climb. In a 2020 report on the country’s 
digital economy, the World Bank cited a plethora of challenges besetting the 
country. The report states that the country still has an analog economy with 60% 
of its households unable to access the internet. It also mentioned the country’s 
low broadband penetration, inadequate e-government services, and its dismal 7 
Mbps download speed of its 3G/4G services.34 Aside from infrastructure, other 
factors are cost, literacy to use the digital applications, and motivational access.35  
Unfortunately, these challenges reflect the sad reality of the growing digital divide 
in the country. 

Impact of COVID-19 on Micro, Small and Medium Scale 
Enterprises (MSMEs)       
Even before the pandemic, the MSME sector has struggled to address the barriers 
to its growth. According to the Banko Sentral ng Pilipinas (BSP), 51.2 million of the 
72 million adult Filipinos remained unbanked in 2019.36 Because of this, access to 
credit has remained weak while the sector continues to suffer from poor logistical 
and market integration.37 This situation combined with the pandemic-related 
challenges are ominous “writings on the wall” for local MSMEs. In fact, a survey 
by the Asia Development Bank Institute covering the period March-April 2020 
showed that 59.9% of microenterprises had no sales due to the stringent lockdowns. 
This was followed by small firms (44.8%) and medium-sized firms (35.8%), 
suggesting a more serious impact on microenterprises.38 For this, questions about 
its ability to leverage these new technologies often surface. In fact, a 2020 report 
by the International Trade Center on how local MSMEs adjusted to the pandemic 
situation cited weak buyer connections of local MSMEs. These digital gaps are 
traced to policy gaps in research capacity development and innovation.39

Impact of COVID-19 on Education 
Even prior to the pandemic, the state of education in the Philippines is 
often described as being in a state of crisis. For instance, a 2018 study by the 
Organization for Economic Cooperation and Development’s (OECD) Program 
for International Student Assessment (PISA) revealed that Filipino students 
scored poorly in reading comprehension among 79 countries. Similarly, a 2019 
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World Bank report states that 80% of Filipino students performed below the 
minimum proficiency level. It further notes that only 10-22% of grade 4, 5 and 9 
students scored above the minimum level of proficiency.40 

The pandemic is seen as a major factor that worsens the situation. In fact, 
another World Bank study entitled “Impacts of COVID-19 on Communities in 
the Philippines : Results from the Philippines High Frequency Social Monitoring 
of COVID-19 Impacts Round 2, April 8-14, 2021,” pointed out that the closure 
of schools resulted in learning loss, especially among children of low-income 
families. The results of the study’s High Frequency Monitoring (HFM) survey 
revealed that limited access to digital devices and the inability to focus on their 
studies as well as teacher capacity are the main barriers to effective learning. 
Another outcome of the study highlights the low awareness of the Department 
of Education’s TV and online programs. For instance, a survey of low-income 
families about these programs shows that there is only 35% awareness of DepEd’s 
TV programs, 27% on its radio program, and 21% of its online content. It is 
estimated that the utilization of these programs is lower due to the low quality of 
its content, relevance, and conflict in schedule among siblings.41 Furthermore, the 
Asian Development Bank published a study by the Teach for Philippines project 
which states that only 55% of public-school students and 26% of public schools 
have access to the internet.42 The study also stressed the need to develop new 
skills through its technical-vocational programs to better prepare Filipinos to 
transition to new jobs in a post pandemic environment.43

Digitalization Agenda 2020

Opening Opportunities by Understanding the Digital Filipino

To better exploit the potentials of digitalization, future Filipino leaders and 
policymakers should have a firm grounding on the history and policies as well as 
the strengths of the country.  Box 2 provides a glimpse of the country’s strengths 
and the possible opportunities.  

In general, Filipinos recognize the potentials of digital technologies in creating 
opportunities and enabling economic growth. In an October 2021 national 



Box 2 . �e Country’s Strengths and New Opportunities 

•   �e Digital Native Filipino: According to “We are Social” and “Hootsuite”, Filipinos spent the 
most time on social media worldwide in 2020, with an average of 4 hours and 15 minutes a day. 
�e country also logged the highest Internet usage with 11 hours a day. Speci�cally, “We are 
social” pegged the country’s internet users at 73 million as of January 202044

•  Pervasiveness of Social Media Dominance: A 2019 SWS survey says that almost half of 
Filipino adults (45%) nationwide have access and are using the Internet with 29.4 million having 
a Facebook account. 24% of this group also read the news daily through Facebook45

•  Rise of the Millennial Workers’ Cohort: A younger workforce would lead to a cohort of digital 
savvy workers. In fact, it is expected that the millennials’ cohort will make up 75% of the global 
workforce by 2030.46 �is trend is expected to result in increased productivity and higher demand 
for �exible working arrangement

• �e Philippines’ Satisfactory Rating in E-Government and Open Data: �e UN’s 
E-Government Development Index (EDGI) rated the country as 77th out of 193 countries, and in 
E-participation at 57th place. �is is considered high EGDI in the region in 2020.47 In addition, 
the Open Data Barometer continues to recognize the Philippines as one of the top performers for 
its openness and data transparency with its 22nd rank out 115 middle income Asia-Paci�c 
countries.48
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survey conducted by the Social Weather Stations (SWS), 89% of Filipinos agreed 
that digital technologies (i.e., social media, e-banking, and mobile technology) 
are essential in creating jobs and business opportunities. While 92% of the 
respondents believed that government should invest more on country’s digital 
infrastructure.49

Another exciting development is the growth of the country’s Fintech industry. 
In fact, the BSP recognized this opportunity and encouraged industry players 
to “strike while the iron is hot” and stressed the importance of tapping the 
“innovation DNA to create worthwhile solutions”. It also noted that the pandemic 
has opened new opportunities for the FinTech sector and that it is essential for 
Filipinos to seize the moment.50 

This of course, is not far from the truth. Around the world, access to digital 
financial services is expected to increase. For Filipinos, this will result in new 
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ways of paying, saving, and investing their money. In general, Fintech is a digital 
platform that can enable financial inclusion through empowering business 
enterprises. It can also expand the access to basic financial services especially for 
the unbanked.   

Ongoing Journey Towards Digital Transformation and Inclusion

Since the early 2000s, the Philippines has recognized the crucial role of digital 
technologies in national development. Recognizing the potentials of information 
and communications technologies (ICTs), the government developed medium 
term plans that envisioned a digitally enabled society. It also sought the help of 
the private sector in addressing infrastructure and service gaps. Listed below are 
the national ICT plans of the country from 2006 to the present:

1. Strategic ICT Roadmap (2006-2010). This served as the government 
strategy in using ICTs to support its economic recovery, productivity, and 
growth programs. It also outlined the various initiatives that will improve 
the country’s digital infrastructure and promote access to public services. 
The plan also identified key sectors of the economy that will benefit from 
ICT investments such as the IT/BPO sector, MSMEs and digital content 
development. 

2. Philippine Digital Strategy (PDS) (2010-2016).  The PDS was developed 
to build on the targets of the previous ICT roadmap. The PDS embraced 
the same principle of “digital empowerment” and that this would lead to 
a more prosperous and just society. Another unique perspective of this 
plan is its emphasis on good governance.  Its support for interoperability 
among government agencies and its drive towards openness are hallmarks 
of this plan. Like the previous roadmap, the PDS also underscored the 
importance of improving the country’s digital literacy and using ICT to 
address persistent problems in various sectors like the environment and in 
MSMEs.   

3. The Philippine Digital Transformation Strategy (PDTS) (2016-2022). 
This aims to harmonize the existing e-government initiatives to take 
advantage of the policy window created by the enactment of new laws.  
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Furthermore, PDTS 2022 is the Philippine response to the ASEAN ICT 
Master Plan 2022 which calls for tighter integration of national economies. 
Envisioning the creation of a digitally enabled economy, the plan also 
highlights the importance of digital transformation in achieving inclusion 
and sustainability goals. Also, the PDTS seeks to develop user generated 
content using open-sourced technologies and support collaboration 
among various stakeholders. The plan also underscored the role of ICT in 
the government’s fight against corruption and emphasized the importance 
of government efficiency. For this purpose, the E-Government Master 
Plan (EGMP) was developed to optimize government operations, improve 
citizen engagement through digital platforms, and enhance the productivity 
of employees. The EGMP also envisions the integration of vital services and 
empowers the local governments through the automation of their revenue 
generation and licensing systems among others.

Philippine Laws on Digital Technologies

Another useful aspect of this journey is the country’s existing laws. Responding 
to the calls of its IT/BPO industry and international partners, the government 
enacted laws on cybercrime and data privacy. The Cybercrime Prevention Act 
of 2012 (RA 10175) provides the legal basis for law enforcement agencies to 
criminalize emerging offences perpetrated using digital technologies and 
the Internet. The law also sought the protection of the public by defining 
the type of crimes like identity and data theft and cyber-prostitution among 
others. Moreover, the law called for the strengthening of the capacities of law 
enforcement agencies to deal with these crimes. Similarly, the Data Privacy Act 
of 2012 (RA 10173) provides the legal framework on how organizations should 
protect personal data.  

Meanwhile, the Ease of Doing Business (RA 11032) and PhilSys-National 
ID (RA 11055) laws lay the groundwork for digitalization. The automation of 
local government transactions, the digitization of business registries, and a 
digitally enabled national ID are starting points that can be part of a wider 
digitalization initiative. Table 4 provides a summary and the salient provisions 
of these policies.

      



Table 4 . Existing Laws that Can Support Digitalization Initiatives

Laws  Summary  Action Items

The law mandates the creation 
of the following:

• Philippine Business Data Bank- this 
data bank pertains to the creation of 
registries that can be aggregated 
through an online portal
• Central Business Portal- the portal 
serves as the single-entry point for 
transactions. It is envisioned that this 
can be done through the national 
government portal.
• Prescribed processing time- the law 
contains a prescribed processing time 
for simple and complex transactions 

Zero contact policy- the law prohibits 
physical/face to face contact related 
to public transactions

This law is intended to replace 
the Anti Red Tape Act of 2007. 
It mandates the streamlining of 
procedures for business permits 
and licenses through 
automation.

Emphasized the need to 
efficiently deliver public services, 
eliminate graft and corruption 
and improve the country’s 
competitiveness ratings

Ease of Doing 
Business Law 
(RA 11032)51 

- Each ID contains a PhilSys Number 
(PSN) wherein each number is unique 
and randomly generated through 
registration by the PSA (Sec 7.a). It 
contains the following information: the 
PSN, full name, sex, blood type, marital 
status (optional), place of birth, date 
of birth, address, and a photograph.

- The use of the PhilID shall be honored in 
all transactions that require verification or 
proof but not limited to: applications for 
eligibility with regard to social welfare and 
different benefits coming from the 
government, application for different 
services such as GSIS, SSS, PhilHealth, 
and others, application for passports and 
driver’s license, tax-related transactions, 
voting application, admission to 
government hospitals or health centers, 
other government transactions, 
application to schools, application and 
transaction for employment purposes, 
opening of bank accounts or with other 
financial institutions, verification 
of a person’s criminal record,
 and more.

This law mandates the 
implementation of the Philippine 
national ID system of PhilSys. 
PhilSys provides every Filipino 
citizen with a unique ID number 
that can be used to transact 
with government and 
the private sector

NationalID-
PhilSys Law 
(RA 11055)52 
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Table 4 . Existing Laws that Can Support Digitalization Initiatives

Laws  Summary  Action Items

The law mandates and defines the 
following:

• Definition of cybercrimes as illegal 
access, cybersquatting, and misuse of 
electronic devices. Also involves theft, 
fraud and forgery done through 
electronic means.
• Designates the PNP and the NBI as 
the primary agencies that will implement 
the law
• It allows the collection of electronic 
traffic data
• Calls for the establishment of the 
Cybercrime Investigation Coordination 
Center, the development of the national 
cybersecurity plan
• The law also recognized the need to 
coordinate with the private sector and 
local governments on its 
implementation.

This act provides the legal 
framework on how the country 
can address the proliferation of 
cybercrimes.  The law also 
highlights the role of law 
enforcement agencies and the 
need to improve capabilities to 
implement the law.

Cyber Crime 
Act 
(RA 10175)53 

The DPA covers the following concerns:

• The law aims to protect individual 
privacy rights in a digital environment 
• Created the National Privacy 
Commission as the main agency that 
is responsible for implementing the 
provisions of the law.
• The law also defines the roles of the 
data privacy officer, data controller, 
and personal data processor 
in an organization
• Provided the sensitivity classification 
of personal data

The strong clamor from the 
IT/BPO sector resulted in the 
enactment of this law. The 
DPA aims to define the privacy 
rights of individuals and the 
role of organizations in 
safeguarding these rights.

Data Privacy 
Act 
(RA 10173)54 

• The law recognizes the potential of 
e-commerce and provides rules on how 
to handle goods and electronic 
documents.
• Provides rules on accepting electronic 
documents and signatures for 
government transactions. It also 
mandates government to protect 
electronic transactions. 
• Calls for the development of the 
RPWEB that will serve as the 
government’s information network for 
electronic transactions.
• Mandates the DTI to lead the 
promotion of e-commerce in the country

This law defines the use of 
electronic transactions and the 
need to secure and preserve 
these transactions. It also 
provides a framework for 
government on how to 
management electronic 
transactions.

E-Commerce 
Act of 2000 
(RA 8792)55 
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Digitalization Agenda 2022: Digital Transformation, Digital Inclusion 
and the Protection of the Country’s Digital Infrastructure

At this point, an important question to ask is, “Why is there a need to adopt a 
digitalization agenda”? National elections in the Philippines signal a major shift 
in the country’s development agenda. This event highlights the possible changes 
in the country’s priorities and policy directions. The acute damage inflicted by 
COVID-19 also means that the country’s recovery phase should be a “game 
changing” period. However, incoming leaders must realize that the country’s 
current laws and programs remain fragmented and are subject to short political 
cycles. For instance, laws such as RA 11055 and RA 11032 are not synthesized to 
deliver an integrated e-government service portfolio. It’s penchant for “one-stop 
shops” falls short of digital transformation due to its focus on business process 
automation. This improvident view dissuades service interoperability and further 
perpetuates the existence of organizational silos in government. Moreover, this 
condition hampers collaboration, transparency, and efficiency of services. Thus, 
digitalization becomes indispensable and here are the following reasons why an 
agenda is needed:

1. The New Normal is Digital. We often encounter the term “new 
normal” being equated to the ability of people to adjust to the new 
health restrictions. Nevertheless, these restrictions should now drive us 
to rethink our traditional practices. Simply put, these limitations should 
lead us to think of new opportunities and accept that there is no going 
back to the old ways. For this, digitalization provides us with new options 
on how to innovate government services. Furthermore, it must also 
allow our public institutions to transform its transaction driven practices 
(viewing government as a service dispensing machine) to a citizen-centric 
approach. This new strategy requires our leaders and institutions to define 
public services according to the needs of its citizens. This technique can 
identify key sectors of our society and provide the necessary venues that 
would foster competitiveness as well as inclusion. Also, these venues 
can strengthen the country’s commitment to good government. For this 
purpose, the Ease of Doing Business Law can lay the groundwork for 
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the use of digital technologies in local governments, digitizing MSMEs 
data, and provide a benchmark for improving service quality. Another 
important legal development is the National ID-PhilSys Law. A digitally 
enabled national ID can provide Filipinos with seamless access to online 
government services. 

2. There is a Need to Eliminate Boundaries. The idea of digital boundaries 
is often equated to challenges in access to broadband services. Although 
this is true largely because of the low broadband penetration in the 
country, this is not the complete picture. Issues on device access (e.g., 
laptops, tablets, and smart phones) and literacy are factors that can lead to 
further marginalization. This is evident in the impact of COVID-19 on the 
country’s public education and MSME sectors. To address these challenges, 
direct subsidies for students and loans for MSMEs are policy tools that can 
be explored.

Equally important is the development of new policies that would 
encourage investments in the country’s digital infrastructure. An example 
of this is the recently signed amendments to the Public Service Act, which 
aims to open the telecommunications industry to new players. While 
incentives must be given to companies that will develop the underserved 
areas of the country.

3. The Protection of the Country’s Digital Infrastructure is a Must. A 
digitalization strategy will be incomplete without considering the aspect 
of security. Therefore, the protection of the country’s digital infrastructure 
should be part of the plan. However, it is important for our new leaders 
to realize that this issue has a multidimensional nature. On one end, it 
has a national security aspect, which examines threats and its impact on 
socioeconomic and political facets. Another part is the need to protect 
critical systems, which is concerned with protocols and the required 
technologies to secure these systems. The Philippines is off to a good start 
on this regard. The Data Privacy Act provides the regulatory framework on 
the protection of personal data. While the Cybercrime Law offers the law 
enforcement response to criminal acts perpetrated through digital means. 
However, this paper argues that a cyber defense posture is necessary to 
anticipate sophisticated digital threats.



Table 5 . Digitalization Agenda 2022

KP1: 
Digital Transformation 

(Dx) in Government
 

 

• Whole-of-society 
approach

• Need for a paradigm shift: 
From cybercrime to cyber 
defense

• Strengthen policy regime: 
individual rights and 
addressing organizational 
vulnerabilities
 
• Requires a law that will 
create the National Cyber 
Security Institute

• Explore and adopt new 
strategies that addresses 
learning and competitiveness 
challenges

• Use of Digital technologies 
to get ahead of the virus

• Encourage investments in 
the country’s digital 
infrastructure. 

• Ensure the efficient 
implementation of the 
National ID law. Emphasize 
the law’s intent to use the ID 
to access digital services
 
• Pursue a systems 
integration and data 
governance strategy for 
crucial government services

• Renewed implementation 
of RA 11032: Empower 
local governments through 
the development of 
integrated transaction 
systems

KP2: 
Digital Inclusion (DI)

KP3: 
Protecting the Country’s 

Digital Infrastructure

 

 PRINCIPLES

• Good Governance: Transparency, Rule of Law, and Efficiency
• Adopt a citizen centric view. Ensure equitable access to digital services
• Rightsizing the Bureaucracy: Optimal structure and new competencies. 
• Whole of Society approach: Role of the Government, Private Sector, Civil Society, 
        and the Academe among others 

Source: Author’s Own
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4. Address Gaps in the Current Policy Regime. It can be argued that 
there is a need to harmonize the country’s existing laws. Due to the 
rapid environment changes, incremental improvements in the country’s 
digitalization goals will be counterproductive. Therefore, this digitalization 
agenda underscores the need for a new law that will chart a new direction for 
digital government, digital inclusion, and cyber defense. Table 5 provides a 
summary of the key points of the proposed digitalization agenda.

Key Point (KP) 1: Dx in Government
    

For the digitalization agenda 2022, Dx in government is presented as an 
important facet of the strategy. It underscores the ability of government to 
transform its current transaction-centered, organization-specific services to an 
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integrated, cross organizational platform that is citizen-centric.  This means that 
services are proactive and are consistent with the needs of citizens. For instance, 
an integrated platform can provide standard services for overseas workers like 
passport and license renewal and access to banking services such as loans 
and investments using a government worker’s portal. An additional example 
is a dedicated online service portal for MSMEs that provides registration and 
licensing services. Moreover, these practices if implemented would result in 
fewer physical transactions and eliminate opportunities for corruption.  In 
addition, this would also require the identification of vital public services that 
would serve as flagship themes for its integration strategy. Examples of these 
themes are the following: (a) Education, (b) MSME, (c) Local government 
services, (d) Justice, law enforcement, and public safety, and (e) Labor and 
OFW concerns among others.

 Another crucial aspect of the integration view is the need for a data governance 
strategy. This plan should address the issues concerning service integration like 
system interoperability, data standards, business process improvement, data 
privacy, and cybersecurity. 

Key Point 2: Digital Inclusion
     

The importance of addressing societal deficits is one of the vital ingredients of 
the country’s digitalization strategy. Real and persistent problems related to the 
digital divide must be immediately addressed. On the policy level, the Public 
Service Act has the potential of opening investments in telecommunications 
by encouraging the entry of new players in the sector. Another facet of this 
problem is the inequitable access to digital technologies. Due to economic 
and literacy limitations, a digitalization strategy must include investments 
in these marginalized sectors. Game changing investments in education and 
MSMEs can address the long-term effects of the pandemic on productivity 
and competitiveness. For instance, providing internet services, access devices, 
and developing digital content for teachers and students can address these 
challenges. Meanwhile, investments in the digitalization of public health can 
significantly improve the health seeking behavior of citizens. These can be done 
through the digitization of public health data, improved access to telehealth 
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services, as well as the development of digital content on public health concerns. 

Key Point 3: Protecting the Country’s Digital Infrastructure
 

Another urgent aspect of the agenda is the proposed shift from a cybercrime view 
to a cyber defense posture. Emerging practices in grey and asymmetrical warfare 
use cyberspace as the venue to launch politically motivated attacks. While the 
pandemic has shown the vulnerability of states to misinformation that could 
undermine public health activities, further examination of these events points 
to sophisticated and malicious actors, motivated by political or criminal intent. 
Therefore, these experiences underscore the importance of preparing the country 
against malicious and debilitating attacks. 

This proposal considers these cyber-related risks as a non-traditional threat 
and elevates the issue to the level of national security. In other words, the current 
cybercrime paradigm is simply inadequate to deal with advanced persistent 
threats. This also implies that a cyber defense posturing requires the use of a 
proactive strategy that includes the following: (a) Periodic cybersecurity audits 
for government agencies and the private sector, (b) Standardized continuity and 
disaster recovery practices, and (c) The creation of a National Cybersecurity 
Institute that can monitor and address potential cyber-attacks among others.

Importance of Principles

Aside from being a two-edged sword, digitalization can also be a financial abyss. 
Thus, the proposed digitalization agenda provides a set of principles that can 
guide new leaders and policymakers with guideposts to ensure the primacy of the 
common good and the interest of the public. For instance, it is important to view 
digitalization as a “whole-of-society” and citizen-centric endeavor. This implies 
that the needs and demands of the various sectors of society must be prioritized. 
Furthermore, good governance principles such as transparency, efficiency, and 
adherence to the rule of law are standards that are non-negotiable. This also means 
that digitalization is an opportunity to redefine the bureaucracy and develop new 
competencies in the public sector.
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Recommendations 
      

Times of crisis are opportunities for change. Filipinos expect their leaders to 
embody hope by providing clarity of direction and ensuring stability. This 
means that future national leaders must be cognizant of the potentials and 
dangers of digitalization. This will allow these actors to navigate its complexity 
and achieve the goal of a resilient Philippines. Therefore, enumerated below are 
recommendations on how our new leaders and policymakers can jumpstart the 
country’s journey towards digitalization.  

1. Develop a Philippine Digitalization Strategy and Roadmap. This 
strategy contains the goals, phases, and critical milestones of the national 
digitalization effort. The strategy shall underscore the importance of 
digitalization in achieving its post-COVID development goals and 
adopting a whole of society approach. The strategy should also incorporate 
the need for Dx in government, address the digital divide, and the need to 
secure the country’s digital infrastructure. Another important aspect of the 
roadmap is for the government to identify its flagship areas. Flagship areas 
can be viewed as economic sectors (e.g., MSMEs, OFWs, etc.) or services 
(e.g., Education, Public Services (local/national), etc.). This implies that the 
incoming administration must now identify its digitalization priorities and 
develop a public investment scheme to support the strategy. 

2. Convene an Executive-Level Task Force that will Oversee the 
Implementation of the Strategy.  This is envisioned to be a national task force 
and shall be chaired by the President and co-chaired by the secretaries of 
budget, finance, and ICT. The task force is expected to harmonize laws, 
policies, and programs into a coherent action plan. It will also serve 
as a venue for private sector participation and promote investments in 
digitalization. 

3. Convene a Digitalization Summit. This event is intended to signify the 
commitment of the new administration in developing and implementing a 
digitalization strategy.  It is also aimed at encouraging the participation of 
the private sector, civil society, and the academe among others to determine 
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the priority areas of the digitalization strategy. Moreover, this venue can 
be used to design programs that will have a significant impact on its key 
stakeholders.

4. Support the Development of Communities of Practice (COP). The 
creation of COPs will support the digitalization effort through R&D as well 
as the creation of innovation hubs among others. This will transform the 
country into an alternative for online and outsourcing services. This will 
also lead to the development of new competencies and skills that are crucial 
to sustain the journey.

5. New Laws on Digital Government and Cyber Defense. To sustain the 
digitalization strategy, the new administration must enact laws that will 
guarantee long term support and ensure its efficacy. For this purpose, a 
Digital Government Act can provide the needed legal framework for service 
integration, interoperability, and data governance in the public sector. The 
new law can also open the doors for the development of new competencies 
related to digitalization. In addition, a vigorous cyber defense posture is 
vital in ensuring the security of the country’s digital infrastructure.  For this 
purpose, the creation of a National Cybersecurity Institute can provide the 
country with the needed capabilities to address current and future threats.
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