Analyzing

43T
Microsoft on the Front Lines

security signals
synthesized daily

using sophisticated data analytics and AI
algorithms to understand and protect against
digital threats and criminal cyberactivity.

8,500+
$20B

investment in the
next 5 years

engineers, researchers, data scientists,
cybersecurity experts, threat hunters,
geopolitical analysts, investigators, and
frontline responders across 77 countries.

15,000+
partners in our security ecosystem.
• Cyber Signals: Defend against the new ransomware landscape
• Microsoft Digital Defense Report
• Microsoft seizes domains used by “highly sophisticated” hackers

Blocked

37B
31B
9B

email threats
blocked

identity threats
blocked

endpoint threats
blocked

Domains Removed

10K
600

domains used by
cybercriminals
domains used by
nation state actors

Early Lessons from the
Cyber War 1

1 - Defending Ukraine: Early Lessons from the Cyber War - Microsoft On the Issues

1

EO-14028 requires agencies to
establish plans to drive ZERO TRUST
architecture adoption, and use
cloud technology 3
Microsoft and NIST collaborating to
design and build ZT architectures 4

Adopt Zero Trust Principles

2

Ve r i fy e xp l i ci t l y | U s e l e a s t -p r i v i l e g e d a cce s s | A s s um e b r e a ch
1 - Microsoft Digital Defense Report
2 - Zero Trust Model - Microsoft Security
3 - Executive Order 14028, Improving the Nation's Cybersecurity | NIST
4 - Microsoft and NIST collaborate on EO to drive Zero Trust adoption - Microsoft
5 - The Singapore Cybersecurity Strategy 2021 (csa.gov.sg)

Government Trust-based
Architecture (GTbA) that
translates ZERO-TRUST principles
to the Government context
CII owners encouraged to adopt a
zero-trust 5

Digital Crimes Unit (DCU)

1

Strategies of Focus

Mission:
Leading the fight
against cybercrime to
protect our customers
and promote global
trust in Microsoft.

Strategies:
Disrupt and deter
cybercrime
Protect customers
from cybercrime
Advance cybercrime
policies and legislation

Adopt globally consistent cybercrime laws that allow
for mutual recognition and streamline coordination
Continue membership and enhance alignment to
Budapest Convention’s Second Additional Protocol

2

Enhance appropriate process and public trust in law
enforcement requests for access to data
“Microsoft: Six Principles for Law Enforcement Access to
Data.pdf (microsoft.com)”
1 - Digital Crimes Unit: Leading the fight against cybercrime – On the Issues (microsoft.com)
2 - Cooperating against cybercrime: 20 years on from the Budapest Convention - EU Policy Blog (microsoft.com)

Microsoft
Government
Security
Program 1

Microsoft
Coordinated
Vulnerability
Disclosure
(CVD)
commitment
and Bug
Bounty
programs 2

Microsoft
Active
Protection
Program
(MAPP) 3

Microsoft
Digital
Crimes Unit
(DCU) 4

We recommend the following steps to help advance information sharing effor ts

1 - Government Security Program (microsoft.com)
2 - https://www.microsoft.com/en-us/msrc/cvd
3 - Microsoft Active Protections Program
4 - How to disrupt cybercrime networks | World Economic Forum (weforum.org)

Build from cross-sector baselines and
international standards for cyber risk
management 1
Drive cloud security certifications and
international standards-based
compliance frameworks for any cloudspecific requirements 2
Recognize separate and shared
responsibility
Utilize open, collaborative, and iterative
policy development processes 3

1 - ISO - ISO/IEC TS 27110:2021 - Cybersecurity framework development guidelines | Cybersecurity Framework | NIST | CR2+White+Paper_Seamless+Security.pdf
2 - ISO - ISO/IEC 27001 — Information security management | ISO - ISO/IEC 27017:2015 - Code of practice based on ISO/IEC 27002 for cloud services
3 - Risk Management for Cybersecurity: Security Baselines (microsoft.com)

Strengthen the implementation and adoption of the
DICT Cloud First Policy 1

Potential benefits: 1

• Outsourcing of security maintenance and enabling of Zero Trust
capabilities
• Security as a core business function (security as a differentiator, hires
best talent, and makes significant investments)
• A better understanding of and more proactive response to the threat
environment
• Resiliency and recoverability design principles
• Scale as a shock absorber (e.g., DDoS attacks)
• Scale as an obfuscator (e.g., physical security from a militar y threat)
• Protection of sensitive data
• Security innovation
• Compliance to industr y standards and regulations becomes a shared
responsibility
1 - DICT Releases Amended Cloud First Policy for Gov’t Transition to “New Normal” | DICT
2 - The benefits of using cloud services are impacted by deployment models (public, private, or hybrid cloud) and providers.

Improve cohesion (i.e., use consistent risk levels

and assessments across product types and lifecycles)

Reduce global fragmentation (i.e., map reqts to
existing international standards, supporting
reciprocity of reqts, and allow reqts to be met by
multiple standards and labels)

Increase transparency (i.e., multistakeholder

engagements to identify use cases that would
benefit from sharing of vulnerabilities, Software Bill
of Materials (SBOM) in standard format)

Focus on outcomes (focus on security outcomes

to be achieved, or security processes to be leveraged,
rather than prescribing specific implementation )

Consider both security and resiliency (these
themes are often intertwined and benefit from
policies that consider them in tandem)

certifications
labels

of Things

Internet

Artificial Intelligence

5G
communications

What we stand for
As a public cloud provider
serving over a billion users in
140 countries, we recognize that
it is our civic duty to deploy our
technical resources and human
expertise to defend the global
digital ecosystem from attack.
Our responsibility also extends
beyond technology to encompass
respect for the privacy of
individuals and the sovereignty
of nations.

Defend the global digital ecosystem

The scale of our cloud puts us on the front lines of
world cyber defense. We recognize that it is our duty to
deploy our technical resources and human expertise to
defend the digital ecosystem from attacks.

Be a good security partner for government
We work with the governments of democratic
nations to detect and defend against cyberattacks by
state-sponsored groups and criminal gangs.

Treat privacy as a fundamental right
Privacy is a fundamental right for all.
We advocate around the world for strong
privacy laws everywhere.

Respect digital sovereignty

Customers require confidence that foreign
governments cannot gain access to their confidential
or personal data in violation of the law.

Deploy multi-stakeholder
diplomacy to protect civilians

Cyberattacks on vital civilian facilities have become
dangerously normalized. Nations must adopt binding
rules to protect civilians in cyberspace. Digital peace
requires a multi-stakeholder approach bringing
governments, the tech industry, and civil society together.

